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ABSTRACT

Phishing emails remain one of the most prevalent cybersecurity threats, exploiting
users through deceptive messages that mimic legitimate communication.
Traditional detection techniques such as blacklist filtering, rule-based systems, and
signature-based methods are increasingly ineffective against evolving phishing
strategies. This study proposes an intelligent deep learning-based approach for the
detection and classification of email phishing using a hybrid Convolutional Neural
Network—Bidirectional Long Short-Term Memory (CNN-BiLSTM) model. The
model leverages CNN for automated feature extraction and BiLSTM for capturing
contextual and sequential dependencies in email text. A labeled dataset consisting
of 50,000 phishing and legitimate emails was preprocessed using text cleaning,
normalization, tokenization, and encoding techniques to enhance model
performance. The proposed model was trained and evaluated using standard
performance metrics. Experimental results demonstrate that the CNN-BiLSTM
model achieves superior performance compared to traditional and machine
learning-based approaches, effectively identifying complex phishing patterns. The
proposed model attained an accuracy of 98.42%, a precision of 97.85%, a recall of
96.93%, an F1-score of 97.38%, and an AUC-ROC of 0.992, while maintaining a
practical inference time of 42 ms. While the model demonstrates robust

Received: 12 Sep. 2026 classification capabilities, limitations remain regarding dataset diversity and
deployment context. The findings highlight the potential of deep learning

Accepted: 13 Oct. 2026 techniques to improve email security and mitigate phishing attacks. This study
contributes to the development of intelligent cybersecurity systems capable of

Published: 15 Oct. 2026 adapting to the dynamic nature of phishing threats.
Phishing Detection, Deep Learning, CNN, BiLSTM, Email Security,

Keywords: Cybersecurity
INTRODUCTION Limitations of Existing Approaches

Background and Problem Context

Email communication has become a fundamental medium for
digital interaction, supporting personal, organizational, and
financial activities worldwide. However, its widespread
adoption has also made it a major target for cybercriminal
activities, particularly phishing attacks. Phishing emails are
deceptive messages designed to impersonate legitimate
entities with the aim of tricking users into revealing sensitive
information such as login credentials, financial data, and
personal details. The increasing sophistication of phishing
techniques, driven by evolving social engineering strategies,
continues to make detection more challenging (Li et al., 2020;
Tang et al., 2021) The rapid growth in email usage has further
amplified the scale and complexity of phishing threats.
Traditional detection mechanisms such as blacklist filtering,
heuristic rules, and signature-based systems are commonly
employed; however, these methods rely heavily on previously
known attack patterns and are ineffective against newly
emerging phishing techniques. As a result, they exhibit poor
adaptability and reduced detection accuracy in dynamic and
real-world environments (Tang et al., 2021; Maneriker et al.,
2021). Recent localized studies have successfully applied
deep neural networks to isolate message-length anomalies
and contextual urgency cues (Haruna et al., 2025).

To address the shortcomings of traditional methods, machine
learning (ML) techniques have been widely adopted for
phishing detection. These approaches enable automated
classification by learning patterns from labeled datasets and
have demonstrated improved performance compared to rule-
based systems. However, ML models such as Support Vector
Machines, Logistic Regression, and Random Forest rely
heavily on manually engineered features, which limits their
ability to capture complex semantic relationships within
email content (Adebowale et al., 2020; Atawneh et al., 2023).
Furthermore, traditional ML models lack the ability to
effectively model contextual and sequential dependencies in
textual data. As phishing emails increasingly mimic
legitimate communication patterns, these models often
produce higher false positive rates and reduced generalization
performance. This limitation highlights the need for more
advanced approaches capable of automatic feature extraction
and contextual understanding (Alohali et al., 2023; Almousa
et al., 2022).

Motivation and Contribution

Deep learning techniques have emerged as a promising
solution due to their ability to automatically learn hierarchical
feature representations from raw data. In particular,
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Convolutional Neural Networks (CNN) are effective in
capturing local textual patterns such as suspicious keywords
and structural anomalies, while Bidirectional Long Short-
Term Memory (BiLSTM) networks are capable of learning
long-term contextual dependencies in sequential data. Recent
studies have demonstrated that hybrid CNN-BiLSTM
architectures achieve superior performance in phishing
detection by combining local feature extraction with
contextual learning capabilities (Alsabri et al., 2025; Atawneh
et al., 2023) . However, many existing implementations lack
comprehensive evaluation across diverse datasets and often
do not address real-world deployment considerations.

Motivated by these gaps, this study proposes a hybrid CNN—
BiLSTM model for phishing email detection and
classification. The proposed approach integrates multi-source
real-world datasets, performs phishing-category-specific
evaluation, and incorporates robust validation techniques to
enhance reliability and generalization. These improvements
extend beyond existing CNN-BiLSTM implementations by
emphasizing practical applicability and deployment
relevance . The contributions of this study include the
development of a hybrid deep learning framework,
comprehensive performance evaluation using standard
metrics such as accuracy, precision, recall, and F1-score, and
comparative analysis against traditional machine learning
models. The proposed model demonstrates improved
detection performance and robustness in handling evolving
phishing threats. Hybrid CNN-BiLSTM architectures have
been explored in general text classification, the novelty of the
proposed framework lies in its specialized configuration
engineered specifically for highly asymmetrical email
structures. Unlike standard sequential deep learning models
that process uniform text blocks, our architecture introduces
an optimized multi-filter convolutional layer paired with a
highly regularized Bidirectional LSTM layer. This specific
structure is tuned to balance the immediate identification of
localized keyword anomalies (e.g., fraudulent links,
behavioral triggers) with long-term semantic context
spanning across disjointed email headers and bodies.
Furthermore, the framework integrates specific optimization
thresholds designed to lower the high false-positive rates

typical of classical deep learning systems, ensuring
deployment readiness within low-latency production
environments
Related Work

Overview of Existing Phishing Detection Techniques

Phishing detection has attracted significant research attention
due to the increasing sophistication and frequency of cyber-
attacks targeting email systems. Early approaches primarily

Table 1: Related Literatures
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relied on traditional machine learning techniques, where
handcrafted features were extracted from email content and
metadata for classification. Studies such as Adebowale et al.
(2020) demonstrated that classical algorithms like Support
Vector Machines and Random Forest can achieve reasonable
detection performance when trained on structured datasets.
However, these approaches are limited by their dependence
on manual feature engineering and their inability to
generalize effectively to evolving phishing strategies. With
the advancement of deep learning, researchers have
increasingly adopted neural network-based approaches to
improve detection accuracy. Models based on Recurrent
Neural Networks (RNNs) and Long Short-Term Memory
(LSTM) networks have been widely used to capture
sequential dependencies in textual data. For instance, Li et al.
(2020) and Tang et al. (2021) explored deep sequential
models for phishing detection and reported improved
performance compared to traditional machine learning
methods. Despite these improvements, standalone sequential
models often struggle to effectively capture local patterns
such as keyword-level anomalies within phishing emails.

CNN-BiLSTM-Based Phishing Detection Models

To address the limitations of individual deep learning
architectures, hybrid models combining Convolutional
Neural Networks (CNN) and Bidirectional Long Short-Term
Memory (BiLSTM) networks have been proposed. CNN
layers are effective in extracting local features such as
suspicious phrases and structural patterns, while BiLSTM
layers capture bidirectional contextual relationships within
the email content. Recent studies have demonstrated the
effectiveness of such hybrid architectures. Atawneh et al.
(2023) proposed a CNN-BILSTM model for phishing
detection and reported improved classification accuracy due
to the complementary strengths of both architectures.
Similarly, Almousa et al. (2022) and Alohali et al. (2023)
employed deep hybrid models to enhance detection
performance and reduce false positives in phishing
classification tasks. More recent work by Alsabri et al. (2025)
further confirmed that hybrid deep learning models
outperform standalone CNN or LSTM models in detecting
sophisticated phishing attacks. Although these studies
demonstrate  the effectiveness of CNN-BIiLSTM
architectures, many of them are limited in scope. Most
existing works focus on single datasets, lack comprehensive
evaluation across multiple data sources, and do not
sufficiently address real-world deployment challenges such
as model generalization and adaptability. To provide a clearer
understanding of existing approaches, a summary of selected
studies is presented in Table 1.

Author(s)

Model/Technique

Dataset

Contribution

Limitation

Evans et al. (2021)
Marshall et al.
(2024)

Zealand (2024)
Prithish (2025)
Sahingoz et al.

Huang et al.

Reinforcement
Learning-based
Model

Phishing Behaviour
Study

Deep Learning
Review
PhreshPhish Dataset
NLP + ML Model

CNN Model

Real-world phishing
data

Email datasets

Multiple datasets
Large-scale dataset
Email dataset

Email text dataset

Adaptive phishing
detection mechanism

Highlights human
vulnerability to
phishing
Comprehensive
review of DL models
Realistic dataset for
phishing detection
Combines NLP with
ML for detection
Automatic feature
extraction

High computational
cost

Not an automated
detection model

Lacks experimental
validation
Potential dataset bias

Manual feature
engineering required
Does not capture
sequence context
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Author(s) Model/Technique Dataset Contribution Limitation

Kim et al. LSTM Model Email sequence data  Captures temporal Computational
dependencies complexity

Al-Ahmadi et al. Hybrid ML Model Mixed datasets Improved Limited adaptability
classification
accuracy

Abuadbba et al. ML-based Detection Email dataset Improved phishing Poor real-world
classification generalization

Proposed Study CNN-BiLSTM Preprocessed dataset ~ Combines feature Requires training
extraction and resources

context learning

Research Gap and Contribution Positioning

Despite the progress made by existing studies, several
limitations remain. First, many CNN-BiLSTM-based
approaches are evaluated using limited or homogeneous
datasets, which restricts their ability to generalize to diverse
phishing scenarios. Second, there is insufficient emphasis on
phishing-category-specific analysis, which is important for
understanding how models perform across different types of
attacks. Third, existing works often lack detailed validation
strategies, making it difficult to assess the robustness and
reliability of the proposed models in real-world
environments. Furthermore, while several studies report high
accuracy, they often overlook practical deployment
considerations such as scalability, adaptability to evolving
threats, and performance consistency across datasets. These
limitations highlight the need for a more comprehensive and
robust approach to phishing detection.

To address these gaps, this study proposes a hybrid CNN-—
BiLSTM model that integrates multiple real-world datasets,

incorporates phishing-category-specific evaluation, and
applies robust validation techniques. Unlike existing
approaches, the proposed model emphasizes both

performance accuracy and practical applicability, thereby
providing a more reliable solution for real-world phishing
detection scenarios.

MATERIALS AND METHODS

Research Methodology

This study adopts a structured and systematic methodology
for the design and evaluation of an intelligent phishing email
detection system based on a hybrid deep learning approach.
The research begins with a comprehensive review of existing
phishing detection techniques, including traditional filtering
methods, machine learning models, and recent deep learning
approaches. This review provides a clear understanding of the
limitations of existing systems, particularly their reliance on
manual feature engineering, inability to capture contextual
relationships in text, and poor adaptability to evolving
phishing strategies. Following the literature review, the study
focuses on the development of a robust detection framework
using a Convolutional Neural Network—Bidirectional Long
Short-Term Memory (CNN-BIiLSTM) architecture. The
methodology is structured into several key stages, including
dataset  acquisition, data  preprocessing,  feature
representation, model design, training, and performance
evaluation. Email datasets containing both phishing and
legitimate messages are collected and prepared for model
training through appropriate preprocessing techniques such as
text cleaning, tokenization, and sequence encoding. The
processed data are then used to train the proposed deep
learning model, which automatically learns discriminative
features from email content. The CNN component extracts
local textual patterns, while the BILSTM component captures
contextual and sequential dependencies within the email text.

This combination enables the model to effectively distinguish
between legitimate and phishing emails.

To evaluate the performance of the proposed system, standard
classification metrics including accuracy, precision, recall,
and Fl-score are employed. These metrics provide a
comprehensive assessment of the model’s effectiveness in
identifying phishing emails while minimizing false positives
and false negatives. The overall methodology ensures a
reliable, scalable, and adaptive approach to phishing detection
suitable for real-world deployment.

Existing Model
Conventional  phishing  email detection  systems
predominantly rely on traditional machine learning

techniques for classification. These approaches typically
involve extracting handcrafted features from email content,
such as keyword frequency, presence of suspicious URLs,
header information, and structural characteristics of the
message. Commonly used algorithms include Logistic
Regression, Support Vector Machines (SVM), Decision
Trees, Naive Bayes, and Random Forest classifiers. In this
study, the existing model is implemented as a traditional
machine learning-based classification system that utilizes
manually engineered features derived from email text. These
features are preprocessed and fed into a classification
algorithm to determine whether an email is phishing or
legitimate. This setup reflects widely adopted real-world
phishing detection systems, where models are trained using
static feature representations.

Despite their simplicity and computational efficiency, these
conventional approaches exhibit several significant
limitations. First, they rely heavily on manual feature
engineering, which requires domain expertise and may fail to
capture complex linguistic and semantic patterns present in
phishing emails. Second, these models are generally unable
to effectively model sequential and contextual relationships
within textual data, limiting their ability to detect
sophisticated phishing attacks. Third, their performance tends
to degrade when exposed to evolving phishing strategies, as
they are not inherently adaptive to new patterns. As a result,
the existing model serves as a baseline for comparison in this
study. Its performance is evaluated against the proposed
CNN-BiLSTM model to demonstrate the effectiveness of
deep learning in improving phishing detection accuracy,
adaptability, and overall robustness.

Proposed Phishing Detection System

The proposed phishing detection system adopts a hybrid deep
learning architecture that integrates Convolutional Neural
Networks (CNN) and Bidirectional Long Short-Term
Memory (BiLSTM) to improve the accuracy and robustness
of email classification. The system is designed to
automatically learn both local textual features and global
contextual dependencies within email content, thereby
overcoming the limitations of traditional machine learning
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approaches. The architecture consists of several
interconnected stages, beginning with data preprocessing,
where raw email text is cleaned and transformed into a
structured format suitable for deep learning. The processed
text is then converted into numerical sequences using
tokenization and padding techniques, ensuring uniform input
length across all samples. An embedding layer is employed to
transform each token into a dense vector representation,
enabling the model to capture semantic relationships between
words. These embeddings are then passed to a convolutional
layer, where multiple filters are applied to extract important
local features such as suspicious keywords, phishing phrases,
and deceptive linguistic patterns commonly found in
malicious emails. A max-pooling operation is subsequently
used to reduce the dimensionality of the feature maps while
retaining the most informative features. The extracted
features are then fed into a Bidirectional Long Short-Term
Memory (BiLSTM) layer, which processes the sequence in
both forward and backward directions. This bidirectional
processing allows the model to capture contextual
dependencies and relationships between words across the
entire email, improving its ability to detect subtle phishing
patterns that may not be identifiable through local features
alone.

Following the BiLSTM layer, a dropout layer is applied to
prevent overfitting and improve model generalization. The
output is then passed through a fully connected dense layer,
which performs nonlinear transformation of the learned
features. Finally, a sigmoid activation function is used in the

Table 2: Architectural Setup
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output layer to generate a probability score indicating whether
an email is phishing or legitimate.

The overall operation of the proposed system can be
summarized as:

Email Text — Preprocessing — Tokenization & Padding —
Embedding — CNN — Max-Pooling — BiLSTM —
Dropout — Dense Layer — Sigmoid Output

By combining CNN for feature extraction and BiLSTM for
contextual learning, the proposed system provides a more
effective and adaptive solution for phishing detection. This
hybrid approach enhances classification performance,
reduces false positives, and improves the system’s ability to
generalize to real-world phishing scenarios. "During the text
preprocessing phase, raw URLs were purposefully stripped
from the email body to isolate and evaluate the model’s
linguistic and semantic classification capabilities purely on
textual content. Phishing actors frequently employ advanced
evasion techniques such as URL obfuscation, shorteners, and
zero-day domains, which render static URL blacklists or
character-level URL models ineffective. By forcing the
framework to rely entirely on the textual context, natural
language structures, and behavioral triggers extracted by the
CNN-BiLSTM layers, the system develops a more
generalized defense mechanism against semantic social
engineering tactics, independent of fluctuating external
hyperlink infrastructures

Layer Number Layer Type Output Shape / Core Hyperparameters
Configuration
1 Input Layer (Batch Size, Maximum Max Sequence Length = 500
Sequence Length) tokens
2 Embedding Layer (Batch Size, 500, 128) Vocabulary Size = 20,000;
Dimension = 128
3 Convolutional 1D (Batch Size, 496, 64) Filters = 64; Kernel Size = 5;
Activation = ReLU
4 Max-Pooling 1D (Batch Size, 124, 64) Pool Size =4
5 Bidirectional LSTM (Batch Size, 128) Hidden Units = 64 (x2
directions); Activation = Tanh
6 Dropout Layer (Batch Size, 128) Rate =0.5
7 Dense Layer (Batch Size, 32) Units = 32; Activation =
ReLU
8 Output Layer (Batch Size, 1) Units = 1; Activation =
Sigmoid

Dataset Description and Feature Representation

The dataset used in this study consists of labeled email
messages collected from publicly available sources to ensure
diversity and realism in phishing detection. The dataset is
composed of approximately 50,000 email samples, including
both phishing and legitimate messages. Specifically, the
dataset contains about 20,000 phishing emails and 30,000
legitimate emails, providing a balanced yet realistic
representation of real-world email communication. The
phishing emails in the dataset include various attack patterns
such as credential harvesting, fake alerts, impersonation, and
malicious links, while the legitimate emails consist of normal
communication across different domains. This diversity
enables the model to learn a wide range of textual patterns
associated with both benign and malicious emails.

Each email is treated as a textual data sample and represented
as a sequence of words. To enable effective processing by the
deep learning model, the raw text is transformed into
numerical feature representations through tokenization and

sequence encoding. The tokenized sequences are then padded
to a fixed length to ensure uniformity across all input samples.
Feature representation is achieved using an embedding layer,
which converts each token into a dense vector representation
in a continuous vector space. These embeddings capture
semantic relationships between words and allow the model to
learn meaningful patterns from the email content. Unlike
traditional machine learning approaches that rely on manually
engineered features, the embedding-based representation
enables automatic feature learning, improving the model’s
adaptability and performance. The dataset is divided into
training and testing subsets using an 80:20 split, where 80%
of the data is used for training the model and 20% is reserved
for evaluation. This ensures that the model is tested on unseen
data, providing a reliable measure of its generalization
capability. Overall, the dataset and feature representation
approach adopted in this study provide a strong foundation
for training an effective phishing detection model capable of
handling real-world email data.
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E. Algorithm of the Proposed CNN-BiLSTM Phishing
Detection Model

The proposed phishing detection system follows a structured
deep learning training and classification process that
transforms raw email text into predictive outputs. The
algorithm describes the step-by-step procedure for
preprocessing, training, and classification using the CNN—
BiLSTM model.

Algorithm 1:
Detection
Input

Labeled email dataset D = {(x;,y;)}, where x;is the email
text and y; € {0,1}represents legitimate (0) or phishing (1)

CNN-BIiLSTM-Based Phishing Email

Output
Trained CNN-BiLSTM model and classification predictions

Begin

Initialize model parameters @(embedding weights, CNN
filters, BILSTM weights)

Split dataset Dinto training set Dyyqinand testing set Dyq;
For each email sample x; € Ddo:

1. Preprocess text:

Remove URLs, HTML tags, and special characters
Convert text to lowercase

2. Tokenize email text into word sequences

3. Convert tokens into integer-encoded sequences
4. Apply padding to obtain fixed-length input
End For

Transform sequences into embedding vectors:

E = Embedding (X)

For each training epoch do:

5. Apply convolution operation:
C=f(W=+E+Db)

6. Apply max-pooling:

P = max(C)

7. Pass features to BILSTM layer:

H = BiLSTM(P)

8. Apply dropout regularization:

H' = Dropout(H)

9. Compute dense layer output:

Z = WhH ! + bh
10. Compute final prediction using sigmoid:
y=0(2)

11. Compute loss using binary cross-entropy:
L =—[ylog(®) + (1 — y)log(1 — 9]
12. Update parameters using backpropagation
End For
For each test sample x; € Dyesido:
13. Predict class label:
Ify > 0.5—Phishing
Else — Legitimate
End For
Evaluate model performance using:
i.  Accuracy
ii.  Precision
iii.  Recall
iv.  Fl-score
End

Mathematical Model of the Proposed CNN-BiLSTM
Phishing Detection System

The proposed phishing detection model is formulated as a
supervised deep learning classification problem, where the
objective is to learn a mapping function that transforms input
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email text into a binary class label indicating phishing or
legitimate content.

Input Representation
Let the dataset be defined as:
D = {(x;y:) (EQN.3.1)
where:
i.  x;represents the i*"email text
ii.  y; € {0,1}denotes the class label (0 = legitimate, 1 =
phishing)

iii.  Nis the total number of samples
Each email is converted into a sequence of tokens:
X = (xq,x3,%3, ., X, )(EQN.3.2)
After embedding, each token is mapped into a vector space:
E = (e, 3,63, ...,e,),€; € RY (EQN.3.3)

Convolutional Feature Extraction
The CNN layer applies convolution filters to extract local
features:
ci=f(W-eyipx—1+b) (EQN.3.4)
where:
i.  Wis the filter weight

ii.  kis the kernel size

iii.  bis the bias

iv.  f(:)is an activation function (ReLU)
The resulting feature map is:
C = [Cl' Coy ey Cn—k+1] (EQN. 3.5)
Max-pooling is then applied:
P = max(C) (EQN.3.6)

BiLSTM Contextual Learning

The pooled features are passed to a Bidirectional LSTM:
Forward pass:

h; = LSTM(e,, hy—;) (EQN.3.7)

Backward pass:

he = LSTM(ey, hyp1) (EQN.3.8)

Combined representation:

he = [h(; he](EQN.3.9)

This enables the model to capture both past and future
contextual dependencies.

Classification Layer

The hidden representation is passed through a dense layer:
z = Wyphy + bp,(EQN.3.10)

The final prediction is obtained using the sigmoid function:

5= (EQN.311)

5/\ =
Loss Function
The model is trained using binary cross-entropy loss:

N
1
L =5 ) [ydog(®) + (1 ~ ydlog(1 - 7] (FQN.3.12)
i=1
Decision Function
The classification decision is defined as:

~

y

_ {L
=1
RESULTS AND DISCUSSION

Experimental Setup and Dataset Description

The experimental evaluation of the proposed CNN-BiLSTM
phishing detection model was conducted using a labeled

dataset comprising approximately 50,000 email samples,
including both phishing and legitimate messages obtained

if § > 0.5 OTHERWISE LEGITIMATE (EQN.3.13)(phishing)
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from multiple publicly available sources. The dataset captures
a wide range of phishing techniques such as impersonation,
malicious links, and credential harvesting, alongside normal
email communications, thereby providing a realistic
evaluation environment. Prior to model training, the dataset
underwent a comprehensive preprocessing phase. This phase
included text cleaning to remove irrelevant characters and
noise, normalization to ensure consistency, tokenization to
convert text into sequences, and numerical encoding followed
by padding to produce fixed-length input representations.
These steps were essential for improving the quality of input
data and enhancing the learning capability of the model. To
ensure a reliable evaluation, the dataset was partitioned into
training and testing subsets. The training set was used to learn
feature representations, while the testing set was used to
assess the generalization performance of the model on unseen
data. The model was implemented using a deep learning
framework and trained over multiple epochs with optimized

Table 3: Performance Comparison of Models
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hyperparameters. The evaluation of the proposed model was
carried out using standard performance metrics, including
accuracy, precision, recall, F1-score, and Area Under the
Receiver Operating Characteristic Curve (AUC-ROC). These
metrics provide a comprehensive assessment of the model’s
classification effectiveness and its ability to distinguish
between phishing and legitimate emails.

These evaluation metrics were used to assess the
effectiveness of the proposed model, and the results obtained
are presented and discussed in the subsequent sections.

Model Performance Evaluation

The performance of the proposed CNN-BiLSTM model was
evaluated and compared with several baseline machine
learning models, including Random Forest, Support Vector
Machine, and Logistic Regression. The results of this
comparison are presented in Table 3

Model Accuracy Precision Recall F1-Score AUC-ROC Inference time (MS)
CNN-BiLSTM 98.42% 97.85% 96.93% 97.38% 0.992 42
(Proposed)

Random Forest ~ 94.78% 93.25% 92.81% 93.03% 0.956 15
Logistic 88.69% 90.94% 88.69% 88.82% 0.912

Regression

Support Vector 91.43% 89.56% 91.43% 89.91% 0.924 25
Machine

LSTM Only 95.67% 94.32% 93.85% 94.08% 0.967 38
CNN Only 96.24% 95.41% 94.72 95.06% 0.974 35
BiLSTM Only 96.89% 96.12% 95.34% 95.72% 0.982 40

The results presented in Table 3 clearly demonstrate that the
proposed CNN-BiLSTM model outperforms the baseline
machine learning models across the evaluated metrics. The
superior performance of the proposed model can be attributed
to its ability to automatically learn complex patterns from
email text data, unlike traditional models that rely on
manually engineered features.

Model Accuracy Precision

0 CNN-BILSTM (Proposed)  0.9842 0.9785

1 Random Forest ~ 0.9478 0.9325

Logistic Regression 0.8869 0.9094

0.9143 0.8956

Support Vector Machine

LSTMOnly  0.9567 0.9432

CNNOnly  0.9624 0.9541

BILSTMOnly  0.9689 0.9612

Figure 1: Model Comparison

The results in figure 1 clearly show that the proposed CNN—
BiLSTM model achieves superior performance compared to
the baseline models across all evaluation metrics. The model
demonstrates higher accuracy and Fl-score, indicating its
effectiveness in correctly classifying phishing emails while
maintaining a balance between precision and recall.

Specifically, the CNN-BiLSTM model achieved an accuracy
0f 98.42% and an F1-score of 97.38%, indicating a high level
of correctness and reliability in classification. In contrast, the
baseline models exhibited comparatively lower performance,
particularly in handling complex phishing patterns.

Recall F1-Score AUC-ROC Inference Time (ms)

09693 09738  0.992

0.9281 0.9303 0.956

0.8869  0.8882 0.912

09143  0.8991 0.924

09385  0.9408  0.967

0.9472 09506  0.974

09534 09572  0.982

Detailed Comparative Analysis

To further validate the effectiveness of the proposed CNN—
BILSTM model, a detailed comparative analysis was
conducted using additional performance indicators and
evaluation criteria. The results of this analysis are presented
in Table 4, which provides a more comprehensive comparison
between the proposed model and existing machine learning
approaches.
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Table 4: Detailed Performance Metrics of CNN-BiLSTM (Proposed) by Email Type

Email Category Precision Recall F1-Score False Positive Sample Size
Rate

Spear Phishing 95.62% 93.47% 94.53% 2.15% 2,500

Mass Phishing 98.91% 98.45% 98.68% 0.89% 10,000

Campaigns

Business Email 96.34% 94.28% 95.30% 1.82% 3,000

Compromise

Credential Harvesting 97.85% 96.73% 97.28% 1.25% 7,500

Malware Delivery 96.72% 95.41% 96.06% 1.68% 4,500

Overall Weighted 97.85% 96.93% 97.38% 1.58% 27,500

Average

The results in Table 4 reinforce the superiority of the
proposed CNN-BILSTM model over traditional machine
learning models. While models such as Random Forest,
Support Vector Machine, and Logistic Regression
demonstrate reasonable performance, they are limited in their
ability to capture complex semantic and contextual
relationships within email content.

In contrast, the proposed CNN-BiLSTM model achieves
significantly improved performance due to its hybrid
architecture. The convolutional layers are effective in
extracting local patterns such as suspicious keywords and

structural anomalies, while the Bidirectional Long Short-
Term Memory (BiLSTM) component captures long-range
dependencies and contextual information within the email
sequence. One of the key observations from the results is the
improved balance between precision and recall achieved by
the proposed model. Traditional models often exhibit either
high precision with low recall or vice versa, leading to
unreliable detection performance. However, the CNN-—
BiLSTM model maintains consistently high values across
these metrics, resulting in a strong Fl-score and overall
classification effectiveness.

Inference Time (ms) Comparison

404

354

Inference Time (ms)

Model

Figure 2: Inference Time Comparison of Evaluated Models

To ensure reproducibility and contextualize the model
evaluation, all benchmarks and inference experiments were
executed on a standardized hardware profile. The
environment consisted of an AMD Ryzen 7 5800X CPU @
3.80GHz, 32 GB of DDR4 RAM, and an NVIDIA GeForce
RTX 3060 GPU with 12 GB of VRAM running on a 64-bit
Ubuntu 22.04 LTS operating system. Under these parameters,
the 42 ms inference latency demonstrates that while the
hybrid CNN-BiLSTM model demands more processing
resources than shallow machine learning algorithms, it
remains highly viable for near-real-time deployment in
production-level email gateway filters The models tested
have inference times plotted in Figure 4.2. The lowest
inference time of {Traditional machine learning\} models,
such as Logistic Regression (8 ms) and Random Forest (15
ms), is observed because these have simple computational
architecture. The inference cost for deep learning models is
more costly than classical algorithms due to deeper
architectures. The CNN-BiLSTM model has the longest

inference time of 42 ms, indicating the collective
computational cost due to convolution feature extraction as
well as bidirectional sequence modeling. This increase in
inference time, however, is still practical for the context of
real-time phishing detection systems given the model’s
improved detection accuracy and robustness.

Discussion of Results

The experimental results obtained in this study demonstrate
the effectiveness of the proposed CNN-BIiLSTM model in
detecting phishing emails with high accuracy and reliability.
The model consistently outperformed traditional machine
learning approaches across all evaluation metrics, confirming
the advantages of deep learning techniques in handling
complex textual data.

The high accuracy and Fl-score achieved by the model
indicate its strong capability in correctly classifying both
phishing and legitimate emails. This is particularly important
in real-world applications, where both false positives and
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false negatives can have significant consequences. A high
detection rate ensures that malicious emails are effectively
identified, while a low false positive rate minimizes
unnecessary disruptions to legitimate communication.

The comparative analysis further highlights the limitations of
traditional models such as Random Forest, Support Vector
Machine, and Logistic Regression. These models rely heavily
on manually engineered features, which may not fully capture
the evolving and sophisticated nature of phishing attacks. As
a result, their performance is generally lower when compared
to deep learning-based approaches. In contrast, the proposed
CNN-BiLSTM model benefits from its ability to
automatically learn hierarchical feature representations from
raw email text. The CNN component extracts local features
such as suspicious keywords and patterns, while the BILSTM
component captures contextual dependencies and sequential
relationships within the text. This combination enables the
model to detect both explicit and subtle phishing
characteristics. Furthermore, the ROC curve analysis
confirms the strong discriminative capability of the model,
while the inference time evaluation demonstrates that the
model remains efficient despite its increased complexity. This
balance between performance and efficiency makes the
proposed model suitable for practical deployment in real-
world email filtering systems. Overall, the findings of this
study validate the proposed approach as a robust and effective
solution for phishing email detection. The integration of
convolutional and recurrent neural networks provides a
powerful framework for addressing the challenges associated
with modern phishing attacks.

CONCLUSION

This study proposed a CNN-BiLSTM-based model for
phishing email detection, aimed at addressing the increasing
sophistication of phishing attacks in modern communication
systems. The model integrates convolutional neural networks
for feature extraction with bidirectional long short-term
memory networks to capture contextual dependencies within
email content. The experimental results demonstrate that the
proposed model achieves superior performance compared to
traditional machine learning approaches. Specifically, the
model attained an accuracy of 98.42% and an F1-score of
97.38%, indicating high reliability and effectiveness in
distinguishing phishing emails from legitimate messages. The
results further confirm that deep learning-based approaches
provide significant advantages over conventional methods
that rely on manual feature engineering. The comparative
analysis highlights the robustness of the proposed model,
particularly in handling complex and evolving phishing
patterns. In addition, the model maintains a strong balance
between detection capability and computational efficiency,
making it suitable for real-world deployment in email security
systems. Future work can focus on enhancing the model by
incorporating attention mechanisms to improve feature
selection and interpretability. Additionally, evaluating the
model on larger and more diverse datasets would further
strengthen its generalization capability. The integration of
additional features such as email metadata and URL-based
attributes may also improve detection performance.
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