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Phishing threats serve as a continuous advanced digital security threat which remains 
active throughout all contemporary online platforms. The researchers conducted a 
systematic review to study the historical development of phishing link attacks by 
analyzing 26 peer-reviewed studies that researchers published between 2020 and 2025. 
The review employs the PRISMA 2020 framework to evaluate phishing agents and attack 
strategies and detection methods and upcoming research paths which it establishes 

through evidence from IEEE, ACM,  ScienceDirect and Scopus databases. The research 
shows artificial intelligence combined with social engineering methods and multi-
channel delivery systems which include email and SMS and voice calls and social media 
platforms resulting in more sophisticated phishing attacks. The research establishes 
machine learning and deep learning techniques which include CNNs and RNNs and 
transformers and GCNs and multimodal models as the most effective methods to identify 
phishing URLs and emails because they achieve more than 95% accuracy across different 
research studies. The deployment of machine learning solutions encounters difficulties 

because adversarial attacks and domain adaptation issues and the need for standardized 
benchmarking datasets remain unresolved. The review establishes that future defense 
systems need to incorporate explainable AI together with adversarial-resilient models and 
cross-dataset standardization and multimodal architectures and human-centric training 
strategies for effective defense against upcoming phishing threats.  
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INTRODUCTION 
Phishing attacks operate as deceptive schemes through which 
cybercriminals develop fake emails and messages and 
websites that imitate authentic sources to deceive users into 
disclosing their private data. The current defensive systems 
against phishing attacks fail to protect organizations because 

attackers have developed increasingly advanced methods 
which result in annual worldwide financial losses that reach 
approximately $100 billion according to Taha et al. 2024. 
The current phishing environment now uses multiple methods 
which include SMS (smishing), voice calls (vishing), social 
media networks, and collaboration platforms instead of 
relying solely on email as their primary attack method. 
Cybersecurity experts face an exceptional challenge because 

attackers use multiple channels together with artificial 
intelligence to create this particular problem. Phishing attacks 
now use machine learning algorithms to create tailored 
deceptive content which security systems and human experts 
find hard to identify (Hao et al., 2024).  
The systematic review seeks to address the following research 
questions: Why do phishing attacks continue to pose a 
significant threat despite advances in cybersecurity 

technologies? Which areas have become the main targets of 

highly sophisticated phishing campaigns? Which detection 
techniques are most effective for identifying and classifying 
phishing attacks? What defense mechanisms can be adopted 
to prevent phishing attacks effectively in the future while 
ensuring practical solutions and protecting users’ privacy? 
 

MATERIALS AND METHODS 
The researchers conducted their systematic review according 
to the PRISMA 2020 guidelines (Page et al., 2021), which 
enabled them to produce transparent results that could be 
verified through detailed and systematic research procedures. 
The review process included four stages, beginning with 
identification and screening, followed by eligibility 
assessment and inclusion. A comprehensive literature search 

was performed using four main academic databases: IEEE 
Xplore, ScienceDirect, ACM Digital Library, and Scopus. 
The search was limited to publications between January 2020 
and December 2025 to capture recent advancements in 
phishing detection and attack methodologies. Boolean 
operators were used with key search terms including 
“phishing detection,” “machine learning phishing,” “AI-
generated phishing,” “URL detection,” “spear phishing,” and 

“phishing countermeasures.” 
 

Table 1: Inclusion and Exclusion Criteria 

Inclusion criteria:  Exclusion criteria: 

Peer-reviewed research articles, conference papers, or 
systematic reviews; 

Non-English publications; 

Focus on phishing attack methods, detection techniques, or 
defense mechanisms; 

Publications prior to 2020; 

Publication in English language; Non-peer-reviewed articles or opinion pieces; 

Empirical or theoretical contributions to phishing research; Studies not directly relevant to phishing link threats; 
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Inclusion criteria:  Exclusion criteria: 

Publication from 2020-2025. Duplicate publications. 

 

Study Selection Process 
 

 
Figure 1: PRISMA 2020 Flow Diagram of Study Selection Process 

 
The first search produced a total of 2975 records which were 
distributed across all databases. The research began with a 

total of 95 records which underwent full-text examination 
after duplicate records and title and abstract screening had 
been completed. After conducting eligibility evaluations 26 
studies passed all inclusion requirements and were chosen for 
final assessment see Figure 1. 
 

RESULTS AND DISCUSSION 

Characteristics of Included Studies 

A total of 26 studies were included in the systematic review 
after the identification, screening, and eligibility assessment 
of the retrieved literature. The initial search yielded 2,975 
records, from which 95 records remained for further 
screening and assessment after the removal of duplicates and 

preliminary screening. Following the application of the 
predefined inclusion and exclusion criteria, 26 studies were 

considered sufficiently relevant to the objectives and scope of 
the review and were therefore included in the final analysis. 
Thus, the number of included studies was determined by the 
eligibility of the available literature rather than by an arbitrary 
sample size. The 26 included studies comprised various 
publication types: 18 research articles (69.2%), 4 review 
articles (15.4%), 2 conference papers (7.7%), and 2 other 
publications, including guidelines and preprints (7.7%). The 

publication data showed an increasing trend from 2020 to 
2025, reaching its highest point in 2024, reflecting the 
growing research interest in phishing threats and their 
detection. 

 

 
Figure 4(a): Article type distribution 

 

 
Figure 4(b): Year distribution of papers review 
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The publication timeline for the 26 studies that this systematic 
review assessed begins in 2020 and ends in 2025, which 
Figure 4(b) shows. The chart displays continuous research 
output growth throughout the years studied, and it shows a 
significant research output peak which occurs in 2024. The 

upward trend demonstrates that researchers and professionals 
are becoming more interested in phishing threats because 

these threats are developing into more complex and 
widespread attacks. The study includes 2025 research, which 
contains preprints and recent conference papers to 
demonstrate the most recent technological developments and 
emerging trends in phishing detection and defense. 

 

 

Key Findings from Reviewed Studies 

Table 2: Summary of Selected Studies and Their Key Contributions 

Author(s) Year Focus Area Key Contribution/Findings 

Hannousse & 
Yahiouche 

2020 Dataset creation and 
benchmarking 

Produced balanced dataset of 11,430 URLs; 
Random Forest achieved 96.61% accuracy; 

emphasized need for standardized phishing 
datasets 

Maneriker et al. 2020 Transformer-based URL detection URLTran model achieved 86.80% true positive 
rate at 0.01% false positive rate; demonstrated 
transformer superiority over classical models 

Gupta et al. 2021 Lightweight lexical URL detection Achieved 99.57% accuracy using only 9 URL 
features; real-time performance with 22.5ms 
response time 

Alhogail & 
Alsabih 

2021 GCN + NLP for email detection Graph Convolutional Network achieved 98.2% 
accuracy for phishing email detection 

Zhou et al. 2023 Hybrid domain-feature detection LightGBM model with hybrid features 
achieved 93.93% accuracy for website 
detection 

Haq et al. 2024 1D CNN for URL detection Deep learning approach demonstrated high 
accuracy for URL-based phishing detection 

Tian et al. 2025 Multimodal BERT + HTML 
analysis 

WebGuard++ achieved up to 7.9× higher 
detection rate at low false positive rates 

Uddin & Sarker 2024 Explainable transformer for emails DistilBERT model achieved 98.48% accuracy 
with LIME interpretability 

 

Phishing Attack Evolution 
The review highlights the continued evolution and increasing 
sophistication of phishing attacks. Phishing has increasingly 
expanded beyond conventional email and website-based 

attacks to social media and message-based platforms, where 
attackers exploit social trust, contextual cues, and malicious 
links to deceive users. Shuaibu et al. (2025) demonstrated this 
development through a message-based phishing detection 
study focused on social media platforms, using features such 
as message length, link presence, and urgency cues. Their 
study compared Random Forest, Support Vector Machine, 
and Deep Neural Network models and reported that the DNN 

achieved 99% across the evaluated performance measures. 
These findings demonstrate that the changing communication 
environment has created new phishing detection 
requirements, particularly for attacks delivered through 
rapidly changing social-media messages. 
AI-generated phishing attacks have also enabled more 
effective and convincing phishing campaigns compared with 
conventional phishing methods. Attackers increasingly 
employ multiple communication channels, targeting 

organizations and individuals through email, text messaging, 
telephone calls, social media platforms, and collaboration 
software. In addition, sophisticated social engineering 
techniques, including deepfake technology, enable realistic 
voice phishing (vishing), while behavioural analysis 
facilitates more effective psychological manipulation 
(Wiemken et al., 2025). The review further identifies several 
evasion techniques that can undermine phishing detection 

systems, including adversarial attacks against machine 
learning models, domain adaptation, and the integration of 
zero-day exploit methods (Yamin et al., 2021). 

 

 

Detection Technique Performance 
The reviewed studies indicate that machine learning and deep 
learning approaches generally achieve better detection 
performance than traditional phishing detection methods. 

Traditional approaches, such as blacklists and heuristic 
methods, showed limited effectiveness against novel attacks, 
with an average detection rate of 65–75%. Machine learning 
techniques, including Random Forest, LightGBM, and 
ensemble methods, achieved accuracy levels of 93–99% in 
controlled environments (Gupta et al., 2021; Zhou et al., 
2023). Deep learning approaches based on CNN, RNN, 
transformer, and GCN architectures achieved accuracy levels 

ranging from 95% to 99%, although their higher performance 
often required greater computational resources (Haq et al., 
2024; Maneriker et al., 2020). Multimodal approaches that 
combine URL, HTML, and behavioural features 
demonstrated strong potential for improving detection and 
resistance to evasion attempts, as reported by Tian et al. 
(2025). 

 

The Adaptability of Phishing Threats 

Phishing threats are remarkably adaptable due to three 
interconnected factors: technological, human, and economic 
factors. The review found that attackers increasingly exploit 
new technologies, including artificial intelligence and 
automated systems, in ways that can challenge existing 
defence mechanisms. From a technological perspective, 
attackers have developed new methods for bypassing 
standard linguistic analysis techniques through AI-generated 

content. Hao et al. (2024) documented a 1,265% increase in 
AI-generated phishing emails between 2023 and 2024, with 
these campaigns demonstrating significantly higher 
engagement rates. From a human perspective, individuals can 
be influenced through psychological manipulation 
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techniques, with Wiemken et al. (2025) experimentally 
demonstrating that emotional states, particularly anger, and 
low physiological arousal increase phishing susceptibility by 
34–48%. The study further suggested that security awareness 
training should incorporate education on emotional states. 

Economically, the relatively low operational cost of phishing 
attacks, combined with their potential to generate substantial 
profits, enables attackers to sustain their activities. The 
number of phishing kits available on dark web markets has 

also reportedly increased by 50% since 2022, lowering the 
technical barrier for individuals with limited expertise to 
conduct phishing attacks. 

 

Detection Technique Limitations 

The current detection methods show accurate results when 
tested in controlled experiments. However, these methods 
encounter major problems that prevent their implementation 
in real-world situations. 

 

Table 3: Comparison of Detection Technique Limitations 

Technique Category Strengths Limitations Deployment Challenges 

Traditional 

(Blacklists/Heuristics) 

Low false positives, 

interpretable 

Poor against novel attacks, 

maintenance intensive 

Real-time updating, 

coverage gaps 
Machine Learning High accuracy, adaptable to 

patterns 
Feature engineering required, 
adversarial vulnerability 

Cross-dataset 
generalization, 
explainability 

Deep Learning Automated feature learning, 
state-of-art accuracy 

Black-box nature, 
computational cost 

Resource requirements, 
interpretability barriers 

Multimodal Approaches Robustness, comprehensive 
analysis 

Integration complexity, data 
requirements 

System integration, 
performance optimization 

 
Generalization Challenges: Rashid et al. (2024) proved that 
machine learning models which trained on one phishing 
dataset experience performance decrease between 15 to 30 
percent when they test on other datasets. The "domain shift" 
problem exists because feature distributions between 
different domains show variations which create obstacles for 
actual system implementation. Adversarial 

Vulnerabilities: Phishing attacks have evolved to use 
adversarial methods which help attackers bypass machine 
learning security systems. To test detection systems 
researchers found that even small changes to URLs and email 
messages could decrease detection rates by 40% (Yamin et 
al., 2021). 

 

Emerging Attack Vectors 

The review has identified several emerging attack vectors that 
demand immediate attention. AI-powered spear phishing uses 
personal information obtained from social media platforms 
and public databases to create highly targeted attacks, with 
artificial intelligence being used to generate specific attack 
materials for selected targets (Birthriya et al., 2025). 
Collaboration tools such as Microsoft Teams, Google Chat, 
and Slack are also increasingly exploited for phishing 

activities because users tend to place greater trust in these 
platforms. Mobile-first attacks involve fraudulent SMS 
messages and malicious links designed to deceive mobile 
users, particularly those using mobile banking services. 
Deepfake voice technology represents another emerging 
threat, enabling attackers to generate spoofed calls that 
imitate the voices of executives or family members. In 
addition, IoT platform infiltration involves the exploitation of 
smart device interfaces and home networking systems to 

facilitate phishing attacks. 

 

Future Research Directions 
The systematic analysis identified several important 
directions for future research in phishing detection. One 
major area is Explainable Artificial Intelligence (XAI), as the 
black-box nature of many deep learning models can limit 
transparency and trust in their decisions, particularly in 

critical applications. Future research should therefore focus 
on developing more interpretable architectures that support 
transparent decision-making. Uddin and Sarker (2024) 
demonstrated the potential of combining LIME with 
transformer interpretation techniques, although wider 

application and standardized practices are still required. 
Another important direction is the development of 
adversarial-resilient models capable of maintaining their 
performance against increasingly sophisticated attacks. 
Future studies should examine approaches such as adversarial 
training, defensive distillation, and ensemble methods to 
improve model robustness under attack conditions 

(Divakaran & Oest, 2022). Multimodal detection systems 
also represent an important research direction, particularly 
systems capable of integrating URL structure, HTML 
content, visual similarity, user behaviour patterns, and 
metadata. The WebGuard++ system developed by Tian et al. 
(2025) represents an important advancement in this area, 
although further research is needed to enable the real-time 
processing of multiple data streams. 

Future research should also place greater emphasis on human-
centric defence strategies and the standardization of datasets 
and evaluation procedures. Combining technical detection 
systems with behavioural and security measures can improve 
phishing protection, particularly through the development of 
emotion-aware learning systems that adapt to users' 
psychological states (Huic & Hitzler, 2025), just-in-time 
interventions that provide security warnings at appropriate 

times and in effective formats (Greco, 2025), and 
personalized nudges based on individual vulnerability 
patterns. In addition, researchers face difficulties when 
comparing findings because standardized datasets and 
evaluation metrics remain limited. Future efforts should 
therefore establish well-organized and balanced phishing 
datasets containing diverse attack vectors (Hannouche & 
Harouache, 2020), adopt standardized evaluation measures 
that consider accuracy alongside robustness, latency, and 

interpretability, and develop open benchmark challenges to 
encourage consistent evaluation and further innovation in 
phishing detection. 
 

CONCLUSION  
This systematic review examined 26 studies published 
between 2020 and 2025 to assess the evolution of phishing 
threats, current detection techniques, emerging attack vectors, 

and future directions for effective defence. The findings show 
that phishing has evolved from conventional email-based 
deception into a more sophisticated and adaptive threat 
involving artificial intelligence, social engineering, multiple 
communication channels, adversarial techniques, and 
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emerging technologies. Machine learning and deep learning 
approaches generally demonstrated higher detection 
performance than traditional methods, with several reviewed 
studies reporting accuracy levels between 93% and 99% 
under controlled conditions. However, the review also shows 

that high performance in controlled environments does not 
necessarily translate into reliable real-world protection 
because of adversarial attacks, domain-shift and cross-dataset 
generalization challenges, computational requirements, and 
limited interpretability. These limitations indicate that 
accuracy alone is insufficient for evaluating the effectiveness 
of phishing detection systems. 
The review therefore establishes the need for more robust and 

comprehensive phishing defence mechanisms that combine 
advanced machine learning and deep learning techniques with 
explainability, adversarial resilience, multimodal analysis, 
human-centred security strategies, and standardized datasets 
and evaluation metrics. Future research should focus on 
developing detection systems that can adapt to emerging 
phishing techniques while maintaining reliable performance 
across different datasets and attack conditions. Greater 

attention should also be given to explainable and interpretable 
models, real-time multimodal detection, behavioural factors, 
and standardized benchmarking to enable meaningful 
comparison of detection systems. Although the review was 
limited to English-language publications retrieved from 
selected academic databases and therefore may not represent 
all available research, the findings provide a useful basis for 
understanding the current state and future direction of 

phishing detection. Given the rapid evolution of phishing 
techniques, continuous research and evaluation remain 
necessary to develop effective, reliable, and adaptable 
defence mechanisms against emerging phishing threats. 
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