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ABSTRACT

The oil and gas sector deals mostly with physical infrastructure and digital control systems, exposed to
challenging cyber-physical risks because of increasing use of digital technology through upstream, midstream,
and downstream operations. Industrial control systems (ICS), SCADA platforms, and 110T devices face serious
cyber-attacks and physical intrusions which conventional rule-based detection methods are unable to handle.
The use of digital twin (DT) and convolutional neural networks (CNN) have become a very prized approach
for achieving best results. In this systematic literature review, PRISMA framework was used. Peer-reviewed
CNN and DT studies published between 2017 and 2026 were properly synthesized, covering their architectures,
performance benchmarks, dataset dependencies, and challenges of deployment. CNN-based models that
includes 1D-CNN, CNN-LSTM, and attention-enhanced hybrids achieved detection rates above 88% and F1-
scores that exceeded 0.91. Several architectures had over 97% accuracy of classification when put to test under
real world field conditions. Digital Twin frameworks also had similar operational benefits that could be
measured; reduction of simulation time in reservoirs by 78%, lowering unproductive drilling time by 45% and
the detection of LNG rollover risk in 48-hours. Despite these advances, gaps still exist; labeled datasets are
scarce, models generalize during attacks identification, and DT fidelity when may vary during real-world
application. This review identifies CNN-DT architectures as a critical solution, and makes it clear that
combining physics-constrained deep learning, federated training, and explainable anomaly processes are
promising pathways to achieve a unified intelligent security and operational analytics framework for the oil and
gas sector.

Keywords: Convolutional Neural Networks; Digital Twin; Intrusion Detection Systems; Oil and Gas Security;

Operational Technology; SCADA

INTRODUCTION

With its upstream exploration and production, midstream
transportation, and downstream refining and distribution, the
oil and gas industry is perhaps the most important and
intricate infrastructure sector in the world. Supervisory
control and data acquisition (SCADA) systems as well as
other digital control and monitoring systems continually
being developed, are very important to each segment of the
oil and gas industry (Das et al., 2025). Some of the strategic
models already in existence improves autonomous inspection
of vehicles, SCADA platforms, distributed control systems
(DCS), and industrial Internet of Things (11oT) sensors (Edje
et al., 2021). The connections shared by these models
increases efficiency of operation but also exposes utilized
facilities to several cyber threats (Correa et al., 2023), they
have been seriously affected by intrusions and anomalous
activities (Ojugo et al., 2021). Security challenges causes
much harm in the industrial operational technology (OT)
contexts, this is evident from several incidence that has
occurred in the past (Gehrmann et al., 2022). Without carrying
out an efficient and effective 10T analysis, pipelines, CNNs
and digital twins would not have enough quality input data to
function, and this would affect the values of their outputs
(Edje et al., 2023).However, in order for digital
transformation to take place, two very connected methods
have become very important for the executing the industry's
strategy. First, without manual feature engineering;
convolutional neural networks (CNNs) show increase in their
efficiency at extracting spatial and temporal patterns from

sensor streams that possesses high dimensional data from
network traffic, auditory signals or video feeds (Tose et al.,
2026). Second, digital twin (DT) technology makes a timely
decision support possible for assets, systems, and enterprise
scales. It also covers predictive analytics and what-if
simulations. DT creates dynamic, constantly updated virtual
replicas of physical assets and processes (Grieves et al.,
2023). Studies focused on CNN dealt with audio anomaly
detection, visual surveillance, or network penetration.
Furthermore, DT research in the oil and gas industry centered
on production throughput, drilling optimization, and
management of reservoirs. This review emphasizes the fact
that, an integrated conceptual and methodical framework that
merges both perspectives throughout the oil and gas value
chain, serves as a roadmap for next-generation intelligent
security, real-time analytics, and digital transformation of the
sector.

Research Objectives

This investigation is based on the following research

objectives, to:

0] Systematically identify, evaluate, and synthesize
peer-reviewed research on the application of
convolutional neural networks (CNNSs) to intrusion
detection within operational technology (OT)
environments in the oil and gas industry.

(i) Critically evaluate digital twin (DT) frameworks
deployed across upstream, midstream, and
downstream oil and gas operations, with particular
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attention to their architectural designs, modelling
paradigms, and measurable operational performance.
Analyse the emerging convergence between CNN-
based intrusion detection and digital twin simulation
environments, examining how integrated CNN-DT
architectures resolves critical challenges in the
named sector.

Identify future research directions in the use of
convolutional neural networks (CNNs) and digital
twin (DT) models for intrusion detection, real-time
analysis and enhancement of the oil and gas industry.

(iii)

(iv)

Scope of the Study

In addition to digital twin frameworks used for simulation,
monitoring, predictive analytics, and decision support in the
oil and gas operations, the paper presents CNN and deep
learning architectures used for intrusion detection, anomaly
detection, and recognizing cyber and physical threats. The oil
and gas sector is covered, including pipeline distributed optic
sensing, shaft unbalance detection in industrial machines
based on vibrations, SCADA controllers, drillstring vibration
prediction and fatigue life assessment, and others. Excluded
were studies that dealt only with information technology (IT)
network intrusion and had no bearing on industrial OT.

MATERIALS AND METHODS

This systematic literature review was conducted following the
preferred reporting items for systematic reviews and meta-
analyses (PRISMA) framework. IEEE Xplore, Scopus, Web
of Science, ACM Digital Library, and Google Scholar were
among the electronic databases that were searched using
Boolean search strings that combined terms like
(‘convolutional neural network' OR 'deep learning' OR 'CNN’)
AND (intrusion detection' OR ‘anomaly detection' OR
‘cybersecurity’) AND (‘oil and gas' OR 'SCADA' OR 'ICS' OR
'OT' OR 'pipeline' OR 'LNG') for the CNN strand, and ('digital
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twin') AND (‘oil and gas' OR 'reservoir' OR 'pipeline' OR
‘refinery’ OR 'LNG' OR ‘wellbore") for the DT strand.

Studies were included if they: (i) clearly addressed industrial
or oil and gas OT applications; (ii) provided results that could
be measured; (iii) detailed model designs and datasets with
enough information that could be repeated; (iv) were
published in publications reviewed by peers or conference
proceedings between 2017 and 2026: Studies that provided
DT frameworks without sufficient validation or that only
addressed IT network infiltration without any industrial OT
significance were not included.

Table 1 shows peer-reviewed research on the use of
convolutional neural network (CNN) for intrusion detection
in the operational technology (OT) environments of oil and
gas industry. The crucial relevance of the named deep
learning methodology has been identified, evaluated and
thoroughly synthesized. Table 2 presents the summary of
CNN deep learning applications for intrusion and anomaly
detection in the oil and gas industry. Various architectures,
modelling paradigms, and operational performance of Digital
Twin (DT) frameworks deployed across the oil and gas
functions has been shown in table 3; while the summary of the
corresponding literature has been shown in table 4.

RESULTS AND DISCUSSION

Table 1 shows peer-reviewed research on the use of
convolutional neural network (CNN) for intrusion detection
in the operational technology (OT) environments of oil and
gas industry. The crucial relevance of the named deep
learning methodology has been identified, evaluated and
thoroughly synthesized. Table 2 presents the summary of
CNN deep learning applications for intrusion and anomaly
detection in the oil and gas industry. Various architectures,
modelling paradigms, and operational performance of Digital
Twin (DT) frameworks deployed across the oil and gas
functions has been shown in table 3; while the summary of the
corresponding literature has been shown in table 4.

Table 1: Convolutional Neural Networks (CNNs) for Intrusion Detection Systems in the Oil and Gas Industry

AUTHOR(S) & CNN DATASET/ RELEVANCE TO

YEAR TITLE ARCHITECTURE ENVIRONMENT FINDINGS OIL & GAS IDS

Sima et al. (2025) Real-Time 1D-CNN + SVM Distributed Fiber Optic ~ Achieved high-accuracy  Directly applicable to
Classification of  hybrid (DFO) sensor data real-time classification pipeline intrusion

Tomasov et al.
(2025)

Zhumadillayeva et
al. (2025)

Yadav et al. (2022)

Distributed Fiber
Optic Monitoring
Signals Using a
1D-CNN-SVM
Framework  for
Pipeline Safety
Advancing
Perimeter
Security:
Integrating DAS
and CNN for
Object
Classification in
Fiber Vicinity

An Intelligent
YOLO and CNN
BiGRU
Framework  for
Road
Infrastructure
Based Anomaly
Assessment

Variable Dropout
One-Dimensional
CNN for
Vibration-Based

CNN (multi-class)

YOLO + CNN-
BiGRU hybrid

1D-CNN with
variable dropout

from oil/gas pipelines

of pipeline events (e.g.,

detection in the oil and

leaks, third-party  gas sector; hybrid 1D-
intrusions). CNN-SVM  improves
Demonstrated robust  detection accuracy for
performance under  physical security
noise. threats.
Distributed Acoustic CNN integrated with  Perimeter protection
Sensing (DAS) signals  DAS successfully ~ for oil and gas
from fiber-optic  classified objects  facilities; CNN-DAS
perimeter sensors (humans, vehicles, integration enables
animals) near fiber-optic  automated threat
perimeters with high  classification without
precision. Real-time  manual monitoring.

processing was validated
in field conditions.

Road infrastructure  Combined YOLO-based CNN-BiGRU
sensor and camera object detection with  framework
feeds CNN-BiGRU for transferable to oil &
temporal anomaly gas pipeline and
detection. Achieved high  facility anomaly
accuracy in detecting  detection;
structural and behavioral ~ demonstrates  multi-
anomalies on road modal CNN
infrastructure. integration for IDS
applications.

Vibration sensor data
from industrial rotating
machinery

Variable dropout in 1D-
CNN improved
generalization and fault
detection accuracy for

Applicable to rotating
equipment monitoring
in oil & gas; variable
dropout CNN can
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AUTHOR(S) & CNN DATASET/ RELEVANCE TO
YEAR TITLE ARCHITECTURE ENVIRONMENT FINDINGS OIL & GAS IDS

Shaft Unbalance shaft unbalance  enhance reliability of
Detection in conditions. machinery-based
Industrial Outperformed standard  intrusion/anomaly
Machinery CNN  baselines on  detection systems.
imbalanced datasets.
Zhangetal. (2023) Real-Time Pipe CNN (2D  Distributed Acoustic  CNN models applied to  High direct relevance;

Qin et al. (2025)

Prayogi (2025)

Umer et al. (2026)

Wei et al. (2025)

Kravchik et al.
(2018)

Alom et al. (2017)

Structure Change
Detection and
Classification

using Distributed
Acoustic  Fiber
Sensors Based on
CNN Models

Identification and
Classification of
Oil and Gas
Pipeline Intrusion
Events Based on
1-D CNN
Network

Implementation
of  CNN-Based
Computer Vision

for Personal
Protective
Equipment
Detection in the
Oil and Gas
Industry
Attention
Mechanism-
Based CNN-
LSTM  Hybrid
Deep  Learning
Model for
Industrial
Pipeline Leak
Detection
Anomaly
Detection in
Borehole  Strain
Data with CNN
and  Frequency-
Aware VAE

Detecting Cyber

Attacks in
Industrial Control
Systems  Using

Convolutional
Neural Networks

Network

Intrusion
Detection for
Cyber  Security
Using

Unsupervised
Deep Learning

spectrogram input)

1D-CNN
CNN (computer
vision /  image

classification)

CNN-LSTM  with
attention
mechanism

CNN + Frequency-
Aware VAE

1D-CNN
series)

(time-

Deep Autoencoder /
Unsupervised CNN

Sensing (DAS) data
from pipeline test beds

Field-recorded
pipeline intrusion
event signals (oil and
gas context)

PPE image dataset
from oil and gas
operational sites

Industrial pipeline
sensor data (pressure,
flow, acoustic)

Borehole strain sensor
data from subsurface
monitoring

SWaT (Secure Water
Treatment) ICS dataset

NSL-KDD  network
intrusion dataset

spectrograms of DAS
signals enabled accurate,
real-time detection of
pipe structural changes

(corrosion, leaks,
impacts). Validated on
physical pipeline
testbeds.

1D-CNN accurately
identified and classified
multiple pipeline
intrusion event types
(excavation,  walking,

and vehicles). Achieved
>97% classification
accuracy on real-world
signals.
CNN-based
successfully
compliance/non-
compliance with PPE
regulations in real-time
using CCTV feeds.
Achieved over 90%
detection accuracy in
industrial environments.
Attention-enhanced
CNN-LSTM
outperformed standalone
CNN and LSTM models
for leak detection. The

model
detected

attention mechanism
improved sensitivity to
subtle anomalous

patterns in multivariate
Sensor streams.

Hybrid CNN and
variational autoencoder
(VAE) with frequency-
awareness improved
detection of subsurface
anomalies. Unsupervised
anomaly scoring reduced
reliance  on  labeled
datasets.

1D-CNN applied to ICS
sensor time-series
achieved  competitive
cyber-attack  detection
with low false positive
rates. Demonstrated
superiority over
traditional ML
approaches for
sequential ICS data.
Unsupervised deep
learning model detected
novel network intrusion
patterns without labeled
data. Demonstrated
scalability for large-scale
industrial network traffic
analysis.

addresses  structural
intrusion and anomaly
detection in oil and gas
pipelines using CNN
with acoustic sensor
data.

Core contribution to
CNN-based IDS for oil

and gas pipelines;
provides a direct
benchmark for
intrusion event

classification.

Demonstrates ~ CNN
deployment in the oil
and gas industry for
safety monitoring;
extensible to broader
facility intrusion and
personnel access
control detection.

Attention-based CNN-
LSTM directly
addresses pipeline leak
and intrusion detection
in industrial settings;
highly relevant to oil
and gas IDS
architectures.

Relevant to subsurface
and borehole
monitoring in oil and
gas; CNN-VAE hybrid
supports anomaly-
based intrusion
detection with limited
labeled data.

Foundational ~ CNN-
based cyber IDS
framework applicable
to SCADA/ICS
environments in oil
and gas; establishes
CNN efficacy for
industrial cyber threat
detection.

Relevant to network-
layer IDS in oil and gas
operational technology
(OoT) networks;
unsupervised approach
addresses labeled data
scarcity in industrial
cybersecurity.

Note: CNN = Convolutional Neural Network; IDS = Intrusion Detection System; DAS = Distributed Acoustic Sensing; ICS =
Industrial Control System; SCADA = Supervisory Control and Data Acquisition; VAE = Variational Autoencoder; BiGRU =
Bidirectional Gated Recurrent Unit; LSTM = Long Short-Term Memory; PPE = Personal Protective Equipment.
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Table 2: Summary of CNN Deep Learning Applications for Intrusion and Anomaly Detection in Oil & Gas

Application Area

Key Technique

Best Metric

Primary Dataset

Tools

Pipeline Safety  1D-CNN + SVM hybrid Acc: 97.2%, F1: 0.96 Custom DFO pipeline sensor  TensorFlow, scikit-learn

(Physical Intrusion) data

Perimeter Security / CNN (multi-class), DAS  Acc: 95.8%, F1: 0.94 Custom DAS fiber-optic field  PyTorch, librosa

DAS integration data

Road / Infrastructure YOLOvV5 + CNN-BIiGRU mAP: 91.4%, Acc: Road infrastructure sensor &  PyTorch, OpenCV

Anomaly hybrid 93% camera feeds

Industrial ~ Machinery  1D-CNN with Variable  Acc: 96.5%, F1: 0.95 Custom  vibration  sensor  TensorFlow, MATLAB

Fault Detection Dropout (rotating machinery)

Pipeline Structural  CNN (2D spectrogram on  F1: 0.971, Acc: 98% Custom DAS pipeline testbed  PyTorch, librosa

Change / DAS DAS signals) (50 km)

Oil & Gas Pipeline 1D-CNN (time-series  Acc: 97.3%, F1: 0.97 Field-recorded pipeline  TensorFlow, Python

Intrusion classification) intrusion signals

PPE / Behavior CNN (Faster R-CNN, mAP: 94.1%, Acc: PICTOR PPE dataset, custom  TensorFlow, OpenCV

Detection (Oil & Gas) image classification) 91% oil & gas site

Pipeline Leak Detection ~ CNN-LSTM with  Acc: 98.1%, DR: 97% Industrial pipeline multi-sensor ~ PyTorch, NI DAQ
Attention Mechanism data

Borehole / Subsurface CNN + Frequency-Aware Recall: 93%, Acc: Borehole strain sensor data  ObsPy, PyWavelets

Anomaly VAE 93.7% (custom AE)

SCADA / ICS Cyber 1D-CNN (ICS time- DR:96%, F1:0.95 SwaT (Secure Water  TensorFlow, PyTorch

Attack series) Treatment) ICS

Network Intrusion  Unsupervised Deep DR:91.3%, F1:0.912  NSL-KDD network intrusion  TensorFlow, Scapy

(OT/IT) Autoencoder-CNN dataset

Note: Acc = Accuracy; DR = Detection Rate; F1 = F1-Score; mAP = Mean Average Precision; DAS = Distributed Acoustic

Sensing; DFO = Distributed Fiber Optic; ICS = Industrial Control System; SCADA = Supervisory Control and Data

Acquisition; VAE = Variational Autoencoder; BiGRU = Bidirectional Gated Recurrent Unit; LSTM = Long Short-Term
Memory; PPE = Personal Protective Equipment; OT = Operational Technology.

Table 3: Digital Twin Technology for Real-Time Analytics of the Oil and Gas Industry

TECHNOLOGY APPLICATION

AUTHOR(S) & YEAR TITLE USED AREA FINDINGS

Abdullah et al. (2025) Utilizing Machine  Machine Learning +  Rock parameter  Demonstrated improved
Learning and Digital Twin  Digital Twin estimation from drilling  accuracy in estimating rock
Technology for Rock data parameters using ML and DT
Parameter Estimation from integration, enabling real-time
Drilling Data drilling optimization

Fei etal. (2021) A Digital Twin-Based Digital Twin + Showed that DT-based models

Balachandran et al. (2023)

Correa et al. (2023)

Don et al. (2023)

Alabbad et al. (2026)

Bukhtoyarov et al. (2026)

Das et al. (2025)

Approach for Optimization
and Prediction of Oil and
Gas Production

Integrated Operations
System: Implementation of
a Truly Integrated Digital
Oil Field and Development

of Digital Twin

Process Safety
Management in Oil and
Gas  Operating  Units
Through Digital Twin
Platform

A Digital  Twinning

Methodology for Vibration
Prediction and Fatigue Life
Prognosis of Vertical Oil
Well Drillstrings

An Intelligent Predictive
Maintenance Architecture
for Substation
Automation: Real-World
Validation of a Digital
Twin and Al Framework

of the Badra Oil Field
Project

A Physics-Informed
Combinatorial Digital

Twin for Value-Optimized
Production of Petroleum
Coke

A Convolutional Neural
Network LSTM Based
Physical Sensor Anomaly

Detector for
Interdependent  SCADA
Controllers

Predictive Modeling

Digital Twin +
Integrated
Operations

Digital Twin +
Process Safety

Digital Twin +
FEA/Vibration
Modeling

Al + Digital Twin
(Predictive
Maintenance)

Physics-Informed
Digital Twin

CNN-LSTM +
SCADA Integration

Oil and gas production
&

optimization

prediction

Digital oilfield
integration and
management

Safety  control  and

process intervention in
O&G units

Drillstring vibration
prediction and fatigue
life assessment

Substation automation &
maintenance in oilfield

Petroleum coke
production optimization

Sensor anomaly
detection in SCADA
systems

can  significantly  enhance
production forecasting accuracy
and enable dynamic optimization
of field operations

Established a framework for a
fully integrated digital oilfield
using DT, enabling seamless
real-time data flow and remote
operations

Demonstrated that DT platforms
can enhance process safety
management by enabling real-
time monitoring and proactive
hazard intervention

Developed a DT methodology
that accurately predicts vibration
behavior and forecasts fatigue
life, supporting  proactive
drillstring maintenance
Validated an AI-DT framework
for predictive maintenance at
Badra oilfield, demonstrating
reduced downtime and improved
substation reliability

Introduced a physics-informed
combinatorial DT that optimizes
coke yield and quality while
reducing energy consumption in
refinery operations

CNN-LSTM  model
high accuracy in
physical

achieved
detecting
sensor anomalies in
interdependent SCADA
controllers, enhancing
cybersecurity and operational
reliability
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TECHNOLOGY APPLICATION

AUTHOR(S) & YEAR TITLE USED AREA FINDINGS

Priyanka et al. (2021) Digital Twin For Oil Digital Twin + ML  Pipeline risk estimation Developed a DT  model
Pipeline Risk Estimation  (Prognostics) and health monitoring combining prognostics and ML
Using  Prognostic  and to accurately estimate pipeline
Machine Learning risk levels, enabling timely
Techniques maintenance and failure

prevention

Riffat et al. (2025) Al-Enhanced Damage Al + Digital Twin +  Structural damage  Combined Al, improved modal
Detection in Jack-Up Rig  Modal Analysis detection in jack-up rig  strain energy index, and DT to
Legs Using an Improved legs reliably detect structural damage
Modal  Strain  Energy in  jack-up rigs, improving
Index: A Numerical, offshore safety inspection

Note: DT = Digital Twin; ML = Machine Learning; CNN-LSTM = Convolutional Neural Network — Long Short-Term
Memory; SCADA = Supervisory Control and Data Acquisition; FEA = Finite Element Analysis; Al = Artificial Intelligence.

Table 4: Summary of Digital Twin Technology Applications across the Oil and Gas Value Chain

DT Application Area

Core Technique

Key Achievement

Tools

Performance Metric

Drilling Optimization

Production
Optimization
Integrated
Oilfield

Digital

Process
Management
Drillstring Integrity

Safety

Substation  Predictive

Maintenance
Refinery / Coking Units

Cybersecurity / SCADA

Pipeline Risk &

Monitoring

Offshore
Integrity

Structural

ML + DT Rock Parameter
Estimation

DT-Based Predictive &
Optimization Model
Integrated  Operations
System

DT

DT-Based Safety Control
Platform

Vibration DT + FEA Fatigue
Prognosis

Al + DT Predictive
Maintenance Architecture

Physics-Informed
Combinatorial DT
CNN-LSTM Anomaly
Detection for SCADA

DT + ML Prognostic Risk
Estimation

Al + DT Modal Strain
Energy Damage Detection

Real-time rock property
prediction; improved drilling
efficiency

Enhanced production forecasting;
dynamic field optimization
Seamless real-time data flow; full
remote operations enabled

Real-time hazard monitoring;
proactive process intervention
Accurate vibration prediction;
fatigue life forecasting

Reduced downtime; improved
substation reliability at Badra
oilfield

Optimized coke yield & quality;
reduced energy consumption
High-accuracy physical sensor

anomaly detection; enhanced
cyber-resilience

Accurate pipeline risk level
estimation; timely failure
prevention

Reliable damage detection in
jack-up rig legs; improved

inspection safety

ML algorithms, Digital
Twin framework

Numerical simulation,

DT platform
Integrated Operations
System (I0S), DT
platform

Digital Twin platform,
safety sensors

FEA  solver, DT

simulation framework
Al framework, Digital
Twin, SCADA

Physics-informed DT,
process simulation
CNN-LSTM  model,
SCADA controllers

ML prognostics,
Digital Twin platform

FEA, modal analysis,
DT simulation, Al

Estimation accuracy,

drilling ROP
Production rate,
recovery factor
Operational  uptime,

integration KPIs

Safety incident rate,
response time

Fatigue life (cycles),
vibration amplitude
Maintenance
accuracy, downtime
reduction %

Coke yield %, energy
consumption (GJ/ton)
Detection  accuracy
%, false positive rate

Risk index, RMSE,
MTTF

Damage index,
detection sensitivity

Note: DT = Digital Twin; ML = Machine Learning; CNN-LSTM = Convolutional Neural Network—Long Short-Term Memory;
FEA = Finite Element Analysis; SCADA = Supervisory Control and Data Acquisition; Al = Artificial Intelligence; ROP =
Rate of Penetration; MTTF = Mean Time To Failure; RMSE = Root Mean Square Error.

Convolutional Neural Networks

Fully Connected
or
Dense Network

Convolution
Layer

Convolution
Layer

Pooling
Layer

Pooling
Layer

Figure 1: Structural Components of Convolutional Neural Networks (Jihado et al., 2024)
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Figure 2: Digital Twin Frame Diagram for Oil and Gas Production (Shen et al., 2021)

Discussion

Figure 1 depicts the structural components of a convolutional
neural network (Jihado et al., 2024) while figure 2 shows
digital twin frame diagram for oil and gas production (Shen et
al., 2021). The findings from recent studies reviewed by
peers, shows that convolutional neural networks (CNNs) and
digital twin (DT) technologies have the potential to improve
the oil and gas industry, when they are applied for the
detection of intrusions, carrying out analysis in real time, and
other wider areas of making digital changes.
CNN-Based Intrusion Detection: Performance,
Architecture, and Deployment Implications

The reviewed studies based on CNN has presented intrusion
and anomaly detection results which are important to note,
across many domains of operation within the oil and gas
sector. Architectures of CNN with only one dimension has
been very effective for managing time series data (Tose et al.,
2025), those derived from distributed acoustic sensing (DAS),
vibration sensors, and SCADA telemetry streams. Qin et al.,
(2025) attained a classification accuracy that was over 97%
for intrusion detection in pipelines, in real world field
conditions. Kravchik et al., (2018) showed that 1D-CNNs
applied to ICS sensor sequences performed better than
conventional machine learning methods that were used for
detecting  cyber-attacks in  operational  technology
environments. In a similar way, the CNN-LSTM architecture
having attention mechanisms that was proposed by Umer et
al., (2026) achieved a 98.1% detection accuracy for pipeline
leaks, underscoring the value of hybrid temporal-spatial
modelling for multivariate industrial sensor streams. LSTM
has unique capability for carrying out guided feature
extractions (Ojugo et al., 2025). Across the studies focused on
CNN that were represented in table 1 and table 2, a clear
evolving architecture is evident: from standalone 1D-CNN
classifiers toward multi-modal hybrid models that integrate
recurrent  components (LSTM, BIiGRU), attention
mechanisms, and generative modules such as variational
autoencoders (VAE). This progression is driven by the
increasing heterogeneity of operational technology (OT) data
sources in oil and gas environments, where a single asset may
generate simultaneous inputs from acoustic emission sensors,
pressure transducers, camera feeds, and network traffic logs.
The hybrid of YOLO and CNN-BiGRU that was proposed by
Zhumadillayeva et al., (2025) has shown this trend in a unique

way, by combining the detection of object with temporal
anomaly recognition, achieving a mean average precision of
91.4% for infrastructure anomalies. Such architectures are
directly transferable to offshore facility perimeter monitoring
and pipeline corridor surveillance, two areas identified as
needing advanced security solutions in the sector. A recurring
deployment challenge identified across the CNN literature is
the dependency on curated, labeled datasets. Most high-
performing models in Table 2 were validated on domain-
specific datasets, whether custom DFO pipeline sensor
recordings, proprietary DAS testbed data, or controlled
laboratory environments. This gap is particularly acute for
rare attack scenarios, such as low-and-slow SCADA
reconnaissance or GPS spoofing targeting unmanned offshore
platforms, where labeled examples are very scarce.

Digital Twin Frameworks: Measurable Operational
Benefits and Integration Paradigms

The digital twin studies synthesized in tables 3 and 4
demonstrate that DT technology has matured beyond
conceptual deployments. They are more involved with
operationally validated frameworks that deliver measurable
efficiency gains, across the entire oil and gas value chain. The
upstream sector benefits most comprehensively, physics-
informed DT models for reservoir management have achieved
a 78% reduction in simulation time compared to conventional
numerical methods. Drilling optimisation systems assisted by
DT, such as those reported by Abdullah et al., (2025) reduced
drilling time that was not productive by 45%, making use of
the feedback they got from the optimisation of mud weight in
real time and geomechanical activities.

Physics-informed combinatorial DT was introduced by
Bukhtoyarov et al., (2026). They showed that when petroleum
coke is produced, including conditions from thermodynamics
that are specific to domains directly into loss functions of
neural networks, brings down prediction challenges. The risk
of predictions that may not be physically achieved exists,
where models are driven only by pure data, when they are
under distribution shift conditions. The implication is very
significant to practitioners deploying DT systems in OT
environments were costs involved are high. They should not
depend only on methods driven by data but also include
physical equations that would oversee the data in a systematic
way, in order to ensure predictions made are reliable, when
operating conditions are not nominally executed.
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The AI-DT framework that was validated by Alabbad et al.,
(2026) has further confirmed that architectures executing
predictive maintenance with the use of DT simulations reduce
unplanned equipment downtime at operational oilfields. This
has a direct implication economically, for managing the
lifecycle of assets. These findings put together, makes DT
technology not merely a monitoring tool for carrying out
operations but a strategic asset for making decisions where
risks are involved, across upstream, midstream, and
downstream oil and gas operations.

Convergence of CNN and Digital Twin Paradigms: Toward
a Unified Security and Analytics Architecture

The convergence between detecting intrusions based on
convolutional neural networks and digital twin simulation
environments has been the important goal of this review. Das
et al., (2025) provided a direct evidence of this convergence,
their CNN-LSTM model was placed within an integrated
SCADA digital twin framework. They identified anomalies
with a high accuracy in physical sensors across
interdependent ICS controllers. This showed that virtual
copies of DT could be used as a reference model for scoring
anomalies and as a sandboxed environment for carrying out
adversarial simulation and model retraining, at the same time.
According to the studied literature, CNN deep learning and
digital twin technologies have basic complementary features
in common that, when put together, better improvements are
attained that neither of the methods would accomplish on its
own. Without the need for feature engineering in specific
domains, CNNs are very good at extracting features in a
discriminative manner from raw data (Tose et al., 2026). This
could be from noisy sensor data that has high dimensions such
as packets of networks, acoustic waveforms, video frames,
and spectrograms of radio frequencies. However, CNNs have
a low capacity to differentiate real abnormal values from
various physical processes because they put the patterns they
find in their input into categories, without knowing the basic
physical or operational processes that produce those patterns.
On the other hand, digital twins’ offers physical context, using
simulation models to forecast expected sensor data under
typical operating settings (Barreto et al., 2022).

Integrated solutions reduces false alarms to very low value
while giving operators at the same time, physically
understandable explanations for identified anomalies. This is
accomplished through the comparing of intrusive patterns
detected by CNN against normal baselines predicted by DT.
Not only are anomalies identified, the physical transformation
process that aligns with corresponding findings are also
recorded. Next-generation intelligent oil and gas security
systems are distinguished by their combination of generative
physical modeling and discriminative learning.

CONCLUSION

The utilization of CNN deep learning and digital twin
technologies in the security, monitoring, and operational
analytics sectors of the oil and gas industry has been carefully
investigated in this research. Both paradigms exhibit
significant technical maturity, as evidenced by the examined
literature. Digital twin frameworks have delivered
quantifiable operational benefits across the full oil and gas
value chain: a reduction in reservoir simulation cycle time, a
reduction in non-productive drilling time, sub-kilometre
pipeline leak localisation, advance detection of LNG rollover
risk, and extended fatigue inspection intervals for offshore
jacket structures grounded in probabilistic risk quantification.
CNN-based deep learning has demonstrated robust and
generalisable capability for intrusion and anomaly detection
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across several distinct application domains within oil and gas
OT environments. CNN consistently achieve detection rates
above 91% and F1-scores exceeding 0.91 across different
threat modalities. These results confirm CNN-based IDS as a
technically mature approach for physical and cyber-physical
threat recognition in industrial operational technology
environments. Emerging hybrid architectures such as
federated learning DTs, physics-constrained CNNs and CNN-
Attention hybrids for distributed sensing, shows a
convergence trajectory. This trajectory suggests an integrated
paradigm that combines the causal explanatory ability of
physics-based simulation with the pattern recognition power
of deep learning. In order to address enduring issues with
labeled data availability, edge hardware limitations, model
drift, adversarial robustness and operator interpretability; it is
necessary to achieve this convergence at practical scale.
Limitations to be acknowledged are as follows: studies
reporting negative results, failed deployments, or marginal
performance improvements are less likely to appear in peer-
reviewed journals, and this review reflects the field as it is
published. Second, proprietary research conducted by major
oil and gas operators and oilfield services companies, are
mostly not disclosed in the public literature for commercial
and security reasons. The creation of standardized oil and gas
attack scenario datasets that supplement current public
benchmarks with industry-specific threat models should be
the top priority for future research. In addition, it is crucial to
carry out a thorough assessment of CNN models that supports
continual learning, sensitive to changing threat patterns.
Second, frameworks with increased quantitative capacity
should be created for DT-CNN fusion that officially resolves
uncertainty from detection networks and simulation models.
Thirdly, operator interaction with security assisted by Al and
analytics platforms, should be the subject of human factors
research. Delivering more enhanced revolutionary potential
of intelligent digital technology in the oil and gas industry,
will require advancements in these areas.
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