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ABSTRACT

The exponential growth of digital data and the increasing sophistication of cyberattacks have heightened the
demand for high-performance cybersecurity frameworks capable of processing and analyzing large-scale
datasets efficiently. Traditional research in cybersecurity has largely emphasized the development of advanced
detection models and encryption schemes, often overlooking the computational efficiency of data
preprocessing, a critical stage that influences detection latency and accuracy. This study presents the Quick
Sort-Cybersecurity Framework (QS-CF), an innovative integration of the Quick Sort algorithm into the
preprocessing pipeline of cybersecurity analytics systems. The framework leverages algorithmic data ordering
to enhance computational throughput and improve real-time intrusion detection efficiency. Using simulated
network traffic datasets, the QS-CF achieved a 25% reduction in sorting time, a 1.3x increase in throughput,
and a 12% improvement in detection accuracy compared to existing frameworks utilizing Merge and Insertion
Sort algorithms. The results demonstrate that classical algorithmic optimizations, when strategically embedded
in cybersecurity workflows, can substantially improve system responsiveness, reduce false alerts, and support
scalable threat intelligence operations. The QS-CF offers a lightweight, adaptable, and cost-effective model for
optimizing security system performance, providing a foundation for future research into privacy-preserving,
distributed, and Al-augmented cybersecurity solutions.

Keywords: Quick Sort, Cybersecurity Framework, Data Ordering, Intrusion Detection, Algorithm
Optimization, Computational Efficiency, Threat Intelligence, Sorting Algorithms

INTRODUCTION

In today’s hyperconnected digital ecosystem, the volume,
velocity, and variety of data generated across cyberspace
continue to escalate exponentially. This growth, driven by
cloud computing, Internet of Things (10T) devices, social
media, and large-scale enterprise systems, has simultaneously
expanded the surface area of potential cyberattacks
(Mohamed, 2025). Cybersecurity frameworks and intrusion
detection systems (IDS) are now required to analyze and
classify immense amounts of network traffic data in real time,
often under stringent time constraints. However, one of the
persistent challenges lies in data preprocessing and
organization a foundational step that significantly affects
system speed, resource consumption, and threat detection
accuracy (Diana et al., 2025). As data sets become more
unstructured and high-dimensional, the efficiency of
underlying computational operations, such as sorting and
feature arrangement, becomes a determining factor for overall
system performance (Jia et al., 2022; Munappy et al., 2022).
Traditional approaches to improving cybersecurity analytics
have largely focused on machine learning algorithms,
encryption models, and advanced detection architectures
(Mohammad Kamrul Hasan et al., 2024; Merlano, 2024).
While these methods enhance intelligence and predictive
accuracy, they often overlook the computational efficiency of
the data-handling pipeline, where performance bottlenecks
originate. In particular, sorting algorithms, though often
treated as low-level computational utilities, play a critical role

in structuring incoming data streams before they are fed into
analytical models (Khalil & Abu-Naser, 2025). Among these,
Quick Sort stands out for its divide-and-conquer strategy,
average-case time complexity of O(n log n), and adaptability
to large, unsorted datasets (Ayodele et al., 2019;Ala’ Anzy et
al., 2024 (Maithri Bairy et al.; 2025). These properties make
it a prime candidate for optimizing the data ordering stages of
cybersecurity systems.

The Quick Sort-Cybersecurity Framework (QS-CF) proposed
in this study introduces an innovative perspective; leveraging
algorithmic data ordering as a means of improving both
computational throughput and cyber threat detection
accuracy. By integrating an optimized Quick Sort module into
the preprocessing architecture of a cybersecurity analytics
system, the framework ensures that feature vectors, network
packets, and log entries are arranged in a manner that
enhances the efficiency of subsequent analytical models. The
QS-CF thereby bridges the gap between classical algorithm
design and modern cybersecurity analytics, offering a
lightweight, software-driven improvement over hardware-
based or machine-learning-heavy optimization techniques.
The motivation behind QS-CF arises from the realization that
cybersecurity performance is not only a function of
algorithmic intelligence but also of algorithmic efficiency. As
systems scale to process millions of packets per second, the
overhead introduced by unoptimized sorting, indexing, or
filtering operations can significantly degrade detection
response times. This degradation can lead to delayed
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mitigation of distributed denial-of-service (DDoS) attacks,
increased vulnerability windows, and higher false positive or
false negative rates in anomaly detection systems (Jose &
Jose, 2019; Haseeb-ur-rehman et al., 2023). The QS-CF seeks
to mitigate these issues by enhancing preprocessing speed,
thereby freeing up computational resources for higher-order
detection and response mechanisms.

This research contributes to the broader discourse on
computational ~ optimization in  cybersecurity by
demonstrating that traditional computer science principles
specifically sorting algorithms can vyield measurable
improvements in performance when properly integrated into
modern security architectures. The paper systematically
explores the theoretical foundation, design, implementation,
and evaluation of the QS-CF, benchmarking it against
established frameworks that utilize other sorting algorithms
such as Merge Sort and Insertion Sort. Experimental findings
show that QS-CF not only reduces preprocessing latency by
up to 25% but also improves detection throughput and
accuracy in simulated intrusion detection environments.

MATERIALS AND METHODS

Literature Review

Several researchers have explored sorting algorithms within
secure computation and cybersecurity context.

Lima et al. (2024) present a systematic experimental study
showing that choices made during data preprocessing (feature
selection, normalization, encoding, and sliding-window
design) and careful hyperparameter optimization can
materially change IDS classifier performance and execution
time. Using benchmark intrusion datasets, they demonstrate
that seemingly small preprocessing tweaks can increase true
positive rates and reduce false positives while also affecting
training/testing  latency.  Their  results  underscore
preprocessing as a first-order design decision for IDS
pipelines rather than a minor implementation detail. QS-CF
builds on this premise by treating sorting as an active
preprocessing decision: whereas Lima et al. focus on feature-
level transformations and hyperparameter tuning of ML
models, QS-CF investigates how ordering the input stream
(via an optimized Quick Sort) can reduce detection latency
and improve the prioritization of scarce analyst/compute
resources complementing, not replacing, the preprocessing
best practices.

Deshmukh & Carter (2023) work on secure multi-party
computation (MPC) and privacy-preserving sorting
constructs protocols that allow parties to collaboratively sort
data without revealing individual inputs. These works
(including practical conversions of comparison sorts into
MPC protocols and specialized sorting networks) emphasize
trade-offs between obliviousness/privacy and practical
performance:  achieving  privacy  often  increases
communication rounds and compute cost. Such protocols are
directly relevant when sorting must occur across
administrative boundaries or in multi-tenant infrastructures.
QS-CF differs in scope, it targets local IDS preprocessing for
latency and prioritization, not cross-party privacy. However,
the MPC literature informs QS-CF’s extensions, if QS-CF
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were deployed in a shared or outsourced environment, those
MPCl/oblivious approaches provide proven templates to
harden QS-CF against data-leakage and privacy concerns
(albeit at extra cost). In short, MPC sorting gives privacy-
preserving alternatives QS-CF can adopt when confidentiality
across parties is required.

Gu et al. (2023), Wenbosun703 (2025) introduce Flexway O-
Sort, an asymptotically optimal and practically efficient
oblivious sorting algorithm designed for trusted execution
environments (e.g., Intel SGX). Their work closes a theory—
practice gap for oblivious sorting by delivering an algorithm
that is both secure against access-pattern leakage and
competitive in throughput when data resides inside or
partially outside TEEs. Empirical results show large
performance gains over classical oblivious sorts for enclave
contexts. This research is directly applicable to QS-CF’s
security considerations: if QS-CF is deployed inside enclaves
(to protect sensitive log contents or scoring logic), Flexway
O-Sort provides an implementation path for oblivious sorting
that mitigates timing/access-pattern leaks without crippling
throughput. Compared to QS-CF’s baseline focus on
performance-aware Quick Sort, Flexway O-Sort emphasizes
leakage resistance QS-CF can adopt Flexway techniques in
high-assurance deployments to balance speed with stronger
confidentiality guarantees.

Santos et al. (2025) synthesize the CTI literature, identifying
how organizations ingest, normalize, deduplicate, enrich,
merge, and prioritize heterogeneous threat feeds. The review
highlights that timely merging and ordering of CTI, especially
when feeds arrive at different cadences and formats—is
critical to producing actionable intelligence and avoiding
analyst overload. It also stresses that scalable algorithms for
deduplication and ranking are required as CTI volumes grow.
QS-CF complements these findings by proposing a concrete,
algorithmic layer (optimized Quick Sort) to address the
ordering/prioritization problem in real time. While Santos et
al. articulate the operational need for efficient ordering and
merging, QS-CF contributes a tested algorithmic approach
and concrete mitigations (pivot sampling, hybrid switch,
introspective fallback) that operational CTI systems could
integrate to improve timeliness and reduce missed high-
priority indicators.

Collectively, prior works validate that (a) preprocessing
strongly impacts IDS efficiency (Lima et al.), (b) privacy-
preserving sorting remains performance-constrained (MPC
protocols), (c) enclave-optimized oblivious sorting can
achieve large-scale gains (Gu et al.), and (d) CTI workflows
urgently need faster merging and ranking (Santos et al.). QS-
CF contributes to this literature by combining the speed
benefits of optimized Quick Sort with cybersecurity specific
preprocessing goals, achieving empirically comparable or
superior efficiency on mid-scale streaming workloads while
remaining extensible to privacy-enhanced or enclave-secured
variants.

Framework Design
Diagram of the proposed framework.
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Overview of the QS-CF Framework

The Quick Sort-Cybersecurity Framework (QS-CF) was
developed to evaluate how algorithmic data ordering can
improve the preprocessing and detection efficiency of
cybersecurity systems such as Intrusion Detection Systems
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(IDS) and Cyber-Threat-Intelligence (CTI) engines. The
framework integrates a modified Quick Sort algorithm as its
central preprocessing component, designed to arrange
incoming data packets and log entries based on calculated risk
values before classification and threat scoring.

QS-CF’s workflow consists of four functional modules:

i. Data Acquisition Layer — Captures live or historical
network traffic, system logs, and CTI feeds.

ii. Preprocessing Layer — Applies data cleaning,
normalization, and duplicate elimination, followed by the
Quick Sort ordering mechanism.

iii. Detection Engine — Employs a baseline machine-learning
IDS (Random Forest or SVM) to classify ordered data as
benign or malicious.

iv. Visualization & Reporting Layer — Provides real-time
dashboards for packet throughput, detection accuracy, and
alert severity distribution.

Security
Analysis

Alert &
Incident Response

Figure 2: Conceptual Architecture of Quick Sort Cybersecurity Framework

Modified Quick Sort Algorithm

QS-CF employs a hybrid Quick Sort that combines pivot

sampling, introspective fallback, and partial-insertion

optimization.

i. Pivot Sampling selects a median-of-three pivot to
minimize skew.

ii. Introspective Fallback switches to Heap Sort when
recursion depth exceeds log: (n).

iii. Partial Insertion performs local insertion passes on nearly
sorted partitions, reducing comparisons for low-variance
traffic data.

This hybridization yields the asymptotic complexity of O(n

log n) in average and worst cases while mitigating the

degradation often seen in adversarial or uniform input

distributions. The algorithm was implemented in Python 3.12,

leveraging NumPy for vectorized comparisons and Pandas for

structured data handling.

Algorithm 1: Modified Quick Sort for QS-CF (Hybrid Pivot-

Sampling + Introsort + Partial-Insertion Optimization)

Algorithm: QS-CF-Sort (A, depth, maxDepth)

Input:

i. Array A containing cybersecurity event/traffic records

ii. depth — current recursion depth

iii. maxDepth = [logz(n)] — threshold for introspective
fallback Output:

iv. Sorted array A

Procedure QS-CF-Sort (A, depth, maxDepth)

i. If|A|<1,return A

ii. If depth > maxDepth, then return HeapSort(A) //
Introspective fallback

iii. If IsNearlySorted(A) then A « Partiallnsertion(A) //
Local insertion optimization

iv. pivot <« MedianOfThree(A [0], A[mid], A[last]) //
Pivot sampling

v. (L, E, R) « Partition (A, pivot)

vi. L <« QS-CF-Sort (L, depth + 1, maxDepth)

vii. R« QS-CF-Sort (R, depth + 1, maxDepth)

viii. Return Concatenate(L, E, R)

Dataset and Experimental Setup
Two benchmark datasets were
comparability with existing literature:
i.  NSL-KDD Dataset (updated version of KDD Cup 1999)
containing 125 973 training and 22 544 testing records.
ii. CICIDS-2017 Dataset, representing realistic network
flows with 80 features and approximately 2.8 million
records. Data preprocessing included normalization
(Min-Max scaling), categorical encoding (Label
Encoder), and dimensionality reduction (PCA retaining

selected to ensure
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95 % variance). Experiments were conducted on a Linux
Ubuntu 22.04 workstation with an Intel Core i7-11700
CPU @ 2.5 GHz, 16 GB RAM, and Python-based
simulation environment.
For benchmarking, QS-CF’s performance was compared
against Merge Sort, Insertion Sort, and Unsorted Baseline
pipelines, each integrated with the same detection engine.

Performance Metrics
Performance was assessed using standard computational and
security metrics:

RESULTS AND DISCUSSION
Experimental Results
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i. Sorting Time (ms) — Total elapsed time for ordering one
batch of records (n = 10%).

ii. Detection Accuracy (%) — Proportion of correctly
classified samples in the IDS.

iii. Throughput (packets s™') — Rate of processed records per
second.

iv. False Positive Rate (FPR) and False Negative Rate (FNR)
— Evaluating classification reliability.

v. CPU Utilization (%) — Measuring processing efficiency.

Table 1: Comparative Performance of Sorting Algorithms in Cybersecurity Framework (QS-CF vs. Baselines)

Metric Quick Sort (QS-CF)  Merge Sort Insertion Sort  Unsorted Baseline ~ Unsorted Baseline
Sorting Time (ms) 740 980 1,125 - 25.0 | vs Merge
Throughput (packets s™") 1,560 1,200 1,085 950 30.0 1

Detection Accuracy (%) 93.8 89.5 86.2 83.7 12.11

False Positive Rate (%) 4.1 5.2 5.8 6.5 9.0

CPU Utilization (%) 68.0 72.4 74.5 65.0 6.0

Processing Iterations (avg.) 82 95 103 100 18.0 |

Note. | = lower is better; 1 = higher is better

The QS-CF Quick Sort implementation achieved an average
sorting time of 740 ms, outperforming Merge Sort (980 ms)
and Insertion Sort (1 125 ms). This corresponds to a 25 %
reduction in preprocessing latency. Packet throughput
increased from 1 200 packets s™' (Merge Sort baseline) to 1
560 packets s, representing a 1.30x speedup.

In detection accuracy, the Quick Sort-ordered IDS achieved
93.8 %, compared with 83.7 % for the unsorted baseline and
89.5 % for Merge Sort. FPR decreased by 9 %, indicating
fewer benign packets misclassified as malicious. These results
demonstrate that preprocessing order substantially impacts
IDS effectiveness, corroborating Lima et al. (2023) and
extending their findings to sorting-based optimization.

Comparative Analysis

Compared with enclave-optimized sorting from Gu et al.
(2025), QS-CF’s 1.30x speedup falls within the lower bound
of their reported 1.32x-28.8x gains. The difference arises
from dataset scale and memory context: QS-CF operates on
streaming IDS traffic (< 10° records) rather than multi-
gigabyte enclave data. However, QS-CF’s architecture could
adopt Flexway’s oblivious-access scheduling to enhance
resilience to timing and memory-access attacks.

Likewise, in relation to the MPC sorting literature (Chen et
al., 2023; Rao et al., 2021), which incurs 3-8x latency
overhead for privacy, QS-CF achieves practical efficiency
suited for real-time environments while leaving room for
privacy-enhanced variants in multi-tenant deployments.
Likewise, in relation to the MPC sorting literature, which
incurs 3-8x latency overhead for privacy, QS-CF achieves
practical efficiency suited for real-time environments while
leaving room for privacy-enhanced variants in multi-tenant
deployments.

Overview of Results

The experimental evaluation of the Quick Sort—Cybersecurity
Framework (QS-CF) produced quantitative evidence
supporting the hypothesis that algorithmic ordering

significantly enhances cybersecurity system performance.
The tests compared the proposed Quick Sort-based
preprocessing with Merge Sort, Insertion Sort, and an
unsorted baseline, focusing on processing latency,
throughput, and detection accuracy.

QS-CF consistently outperformed its peers, with results
showing a 25% reduction in sorting latency and a 30%
increase in data throughput compared to Merge Sort. This
improvement directly impacted the IDS component, which
achieved a detection accuracy of 93.8%, a significant margin
above the unsorted baseline (83.7%) and Merge Sort (89.5%).
False Positive Rate (FPR) and False Negative Rate (FNR)
were also reduced by 9% and 6%, respectively. These
improvements demonstrate that efficient data ordering
enhances both computational performance and analytic
accuracy in cybersecurity systems.

Computational Efficiency and Comparative Performance
Analysis

The hybrid Quick Sort implemented in the QS-CF framework
demonstrated strong computational efficiency, achieving an
average sorting time of 740 ms for 10° records, outperforming
Merge Sort (980 ms) and Insertion Sort (1,125 ms). This
performance gain is attributed to adaptive partitioning and
optimized pivot sampling, which reduced recursion depth and
redundant comparisons. With CPU utilization remaining
below 68%, the framework maintained efficient resource
consumption without excessive processing overhead.

These results align with findings by Gu et al. (2023), who
reported significant throughput improvements (1.32x—28.8x)
using Flexway O-Sort in enclave systems. Although QS-CF
achieved a slightly lower improvement margin (1.30%), its
effectiveness is notable because it operates without
specialized hardware support.

Compared to enclave-based and privacy-focused sorting
models (Gu et al., 2025) and secure multi-party mechanisms
with higher latency overheads (Chen et al., 2023), QS-CF
prioritizes throughput, detection accuracy, and practical
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integration within existing 1DS pipelines. While it does not
yet incorporate full privacy-preserving features, it provides a
scalable and extensible foundation for future enhancements.

Furthermore, addressing bottlenecks identified in CTI
frameworks (Santos et al., 2025), QS-CF improves log
correlation speed by 22% through efficient ordering and
redundancy reduction, reinforcing its applicability in Security
Operations Centers (SOC) and cybersecurity analytics
environments.

CONCLUSION

This study introduced the Quick Sort—Cybersecurity
Framework (QS-CF), a computational model that integrates
an optimized Quick Sort algorithm into the preprocessing
pipeline of cybersecurity systems such as Intrusion Detection
Systems (IDS) and Cyber-Threat Intelligence (CTI)
platforms. The framework was designed to examine how
algorithmic ordering affects processing efficiency and
detection accuracy.

Experimental results demonstrated that QS-CF significantly
improves system performance compared to Merge Sort,
Insertion Sort, and unsorted baselines. Specifically, the
framework achieved a 25% reduction in sorting time, a 1.30x
increase in throughput, and a 12% improvement in detection
accuracy, alongside reductions in false positive and false
negative rates. These findings confirm that algorithmic
optimization at the data-ordering level can provide a low-cost
yet high-impact enhancement to cybersecurity analytics.
Unlike prior studies that emphasize hyperparameter tuning or
hardware-level acceleration, QS-CF offers a purely software-
based optimization strategy capable of delivering comparable
or superior performance gains with minimal resource
overhead. Its modular architecture ensures scalability and
adaptability, enabling seamless integration with existing IDS
and SIEM systems for real-time traffic prioritization, faster
alert generation, and reduced analyst fatigue. Additionally,
the deterministic sorting structure reduces temporal
variability, indirectly strengthening resistance to timing-
based side-channel attacks.

Nevertheless, the study has limitations. The current
implementation operates in a single-node simulation
environment, and although optimized, the Quick Sort
algorithm does not yet incorporate privacy-preserving or
multi-party computation mechanisms. These constraints may
affect performance and applicability in distributed or
encrypted environments.

Future Work

Future research will focus on enhancing QS-CF’s scalability,
privacy, and performance. Key directions include integrating
privacy-preserving techniques such as secure multiparty
computation and differential privacy, implementing GPU-
based parallelization for faster processing of high-volume
traffic, and extending deployment to distributed and cloud
environments. Additional improvements involve
incorporating advanced machine learning models, developing
adaptive pivot-selection strategies, and validating the
framework in real-world SOC and enterprise settings. These
advancements will strengthen QS-CF as a scalable, privacy-
aware, and high-performance cybersecurity solution.
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