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ABSTRACT 

This research is carried out for the development and implementation of an end-to-end encrypted Short Message 

Service (SMS) App, utilizing a hybrid cipher algorithm, driven by the notable insecurity observed in SMS 

communications on mobile devices. SMS is a widely used communication method, and the primary goal of 

this study is to create a system (App) for end-to-end encrypted SMS. Loss of phones is becoming vulnerable 

for threats, because we store vital records in android and these records are secret such that no other third party 

is required to see them, such as Bank SMS, Event Notification etc. Also this information can be compromised 

if android phone is been lost and found by the criminals. Kidnapping activity is serious case happening in 

northern part of Nigeria, so if a phone is being lost and discovered how financed he is (the device holder), there 

is any means of bank account compromisation as that would allow the bank to give some information about 

the account because of the registered SIM card inserted in android devices (phones). This system is aimed to 

secure Bank SMS by not allowing an unauthorized person to views the banks SMS, but all other SMS can be 

view. Whenever the Banks SMS is received by the Android phone, the system will encrypt it and can only be 

viewed if using correct decryption key, a notification will be sent to the owner other phone if more than two 

attempt to view the message is made, using a Hybrid Cipher Algorithm on the Android Operating System. 

Hybrid encryption is an approach that combines both asymmetric and symmetric encryption methods, 

leveraging the advantages of each to enhance overall encryption effectiveness. The study discusses various 

encryption algorithms and relies on secondary sources for collecting pertinent data. In this research, three 

methodological approaches are used: Structured System Analysis Design Methodology (SSADM), Object 

Oriented Analysis Design Methodology (OOADM), and prototyping. The application of three cryptographic 

algorithms—Message Digest 5 (MD5), Blowfish, and Rivest-Shamir-Adleman (RSA)—ensures integrity, 

confidentiality, authentication, and security of the messages. The encryption provided by the developed 

application is designed to be resistant to brute force attacks. The implementation of this system is carried out 

using the Java programming language. To achieve this aim, we deployed the Java cipher-cryptography 

algorithm.  
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INTRODUCTION 

In the contemporary era, where technology is rapidly 

evolving, and digital transactions have become the norm, the 

importance of secure communication channels, particularly in 

the banking sector, is paramount (Sandhu & Arora, 2022). 

The integration of Short Message Service (SMS) into banking 

systems has provided customers with unparalleled 

convenience and flexibility, but it has also introduced new 

vulnerabilities and security challenges (Raharja & Ashari, 

2021). 

The ubiquity of mobile phones, especially Android devices, 

has led to their widespread use in various domains, including 

banking (Ferm & Thaichon, 2021). Traditionally, banks have 

used SMS for notifications, transaction alerts, one-time 

passwords (OTPs), and other critical communications 

(Agwanyanjaba, 2020). However, the SMS protocol, 

inherently, was not designed with strong security features, 

making it susceptible to various forms of attack such as 

interception, eavesdropping, and SMS phishing (Priya et al., 

2023). 

As cyber threats evolve and become more sophisticated, the 

need for more secure SMS communication systems becomes 

urgent (Kim et al., 2023). The vulnerabilities in the current 

SMS-based banking communications can lead to significant 

risks, including financial fraud, identity theft, and 

unauthorized access to sensitive banking information 

(Menard & Bott, 2020). Therefore, enhancing the security of 

SMS communication for banking purposes is not just a matter 

of protecting individual users, but it's also crucial for 

maintaining the integrity and trustworthiness of the banking 

system as a whole (Raharja & Ashari, 2021). 

This paper explores the design and implementation of a 

cutting-edge system tailored for securing bank SMS on 

Android platforms. By amalgamating advancements in 

mobile technology with state-of-the-art security protocols, 

this system aims to fortify the traditional SMS channel against 

potential vulnerabilities and threats. Through the integration 

of encryption, authentication, and other security mechanisms, 

the proposed system strives to establish a robust defense 

against unauthorized access and interception of sensitive 

banking information transmitted via SMS. 

Furthermore, this research builds upon existing literature, 

drawing insights from seminal works such as (Ekwonwune & 

Enyinnaya, 2020) and (Raharja & Ashari, 2021), which 

emphasize the critical importance of fortifying SMS-based 

banking services. These works underscore the vulnerabilities 

inherent in conventional SMS communication and advocate 

for the implementation of innovative security measures to 

protect against evolving cyber threats. The new system works; 

it will not just encrypt the entire SMS but only a function of 

the SMS (Banks SMS), it allows all other messages to be 

viewed but encrypt Banks SMS unlike how the conventional 

system does, and will send notification if an attempt to view 

Bank SMS on the device is done; and this can be done if more 

than one attempts is done. 

As we delve into the intricacies of the proposed system, it is 

essential to consider the dynamic landscape of mobile 

banking, where user experience and security must strike a 
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delicate balance. Through a comprehensive examination of 

existing security frameworks and a critical analysis of their 

efficacy, this research aims to contribute valuable insights 

towards the development of a robust, user-friendly, and secure 

system for bank SMS on Android-based phones. 

In summary, the development of a Secured Bank SMS System 

for Android-based phones is a critical step towards fortifying 

the security of mobile banking communications. By 

addressing the vulnerabilities inherent in traditional SMS, this 

system not only protects users against emerging cyber threats 

but also strengthens the overall trust in digital banking 

services. As we move forward, the adoption and continual 

enhancement of such security measures will be essential in 

navigating the evolving landscape of digital banking and 

communication technology. 

 

Literature review 

(Rihan et al., 2019) conduct an investigation into the 

Comparative Performance of Cryptographic Algorithms. In 

their examination, they evaluated the efficiency of established 

cryptographic techniques such as RSA, AES, Blowfish, DES, 

Elliptic Curve, MD5, SHA, and RSA algorithms. Their 

experimental findings confirmed that the MD5 algorithm has 

the shortest encryption time, whereas RSA has the longest 

encryption time. Additionally, they discovered that the 

decryption process of the Blowfish algorithm surpasses that 

of other algorithms. Notably, hashing-based algorithms do not 

necessitate decryption. 

(Sagheer et al., 2019) designed a model to ensure 

confidentiality and integrity of SMS data by utilizing a hybrid 

cryptographic approach. This approach melds the Advanced 

Encryption Standard (AES) for encryption and decryption 

tasks with the RC4 algorithm for key expansion and 

generation, aiming to bolster security significantly. The 

model was developed using the Java programming language, 

specifically on the NetBeans platform. To validate its 

effectiveness, their system underwent testing on various 

mobile devices, including the Nokia 5233. The outcomes 

were promising, with each process completing in under a 

second. The swift performance, coupled with effective mobile 

compatibility, positions their system favorably when 

compared to existing solutions in the field. 

As a means of curbing cybercriminals from pilfering 

transaction details, (Fletcher, 2019) suggests implementing a 

system wherein transaction information is encrypted, 

allowing access only to those possessing the appropriate 

decryption key. Their study was accomplished through the 

use of the ECC (Elliptic Curve Cryptography) asymmetric 

algorithm, involving the exchange of public keys between the 

bank and the customer. The data is subsequently encrypted 

using both the public key and private key. In this process, the 

customer receives a QR code containing the encrypted 

transaction details. To decrypt and view the information, an 

Android application scans the QR code. Notably, the 

generation of asymmetric keys is facilitated by the ECDSA 

(Elliptic Curve Digital Signature Algorithm), and both 

encryption and decryption follow the ECIES (Elliptic Curve 

Integrated Encryption Scheme) standard. This approach 

ensures a secure and efficient method for safeguarding 

transaction details from unauthorized access. 

(Salim et al., 2019) In their research, a secure system for 

mobile banking was developed, comprising three main 

components: the client-side (associated with the bank), the 

server, and the application running on a mobile device. The 

model employed the proposed Elliptic Curve Integrated 

Encryption Schema (ECIES) for securely exchanging 

confidential data between the client (the mobile application) 

and the server. The ECIES implementation utilized the 

Elliptic-curve Diffie–Hellman (ECDH) as the key agreement 

algorithm, the Advanced Encryption Standard (AES) in 

Galois/Counter Mode (GCM) known as AES-GCM for 

encryption, and the MAC-384 as the Message Authentication 

Code (MAC) function. Additionally, hash functions (SHA512 

and SHA384) were applied in the key derivation process. 

Moreover, the proposed system incorporated a secondary 

password authentication step when conducting a money 

transfer transaction. 

A study conducted by (Garba, 2019) aimed to develop a 

messaging application that balances optimal functionality and 

code processing speed, along with the capacity for rapid 

architectural improvements without incurring significant 

resource costs. The initial version of this messenger included 

essential features like registration, account login, user online 

status checking, messaging, and hash encoding for secure 

internet communication. The findings demonstrated a notable 

potential for enhancing the application's architecture in any 

segment of the code while maintaining minimal impact on its 

other functions. This resulted in a more stable performance 

compared to messengers developed using Android or 

JavaScript frameworks. However, achieving a higher code 

processing speed, in comparison with other Android or web-

based applications, was a challenge. To address this, a specific 

method was designed and implemented to boost the 

processing speed of the code. This new approach showed 

significant improvements in processing speeds for the 

messenger, making it more efficient compared to other 

Android or web-based messaging systems. 

(Yusuf et al., 2019) conduct a study to enhance the 

authentication processes used in mobile devices. The 

proposed authentication system integrates both fingerprint 

and facial recognition methods to verify the user of the mobile 

device. Access to the device is contingent upon the successful 

verification through both these methods. The process initiates 

with fingerprint authentication, followed by facial 

recognition. If either of these methods is unsuccessful, the 

device remains inaccessible. It is important to note that the 

facial recognition component depends on a connection to 

Microsoft's servers. 

(Ekwonwune & Enyinnaya, 2020) Conduct a study to develop 

an Android-based software application that provides end-to-

end encryption for SMS messages. This application utilizes a 

Hybrid Cipher Algorithm, which combines the strengths of 

both asymmetric and symmetric encryption, to secure 

messages during transmission between mobile devices. The 

study explores various encryption techniques, drawing on 

secondary data sources for information. To achieve this, the 

research employs three distinct methodologies: Structured 

System Analysis Design Methodology (SSADM), Object-

Oriented Analysis Design Methodology (OOADM), and 

prototyping. The security features of the application are 

bolstered by the integration of three cryptographic algorithms: 

Message Digest 5 (MD5), Blowfish, and Rivest-Shamir 

Adleman (RSA). These algorithms ensure the integrity, 

confidentiality, authentication, and overall security of the 

messages. Moreover, the application is designed to be 

resistant to brute force attacks. The development of this 

software involved programming in Java. 

A study conducted by (Grandis & Yunanto, 2020) focuses on 

creating a mobile banking system that incorporates Near Field 

Communication (NFC) for client authentication and security. 

This system enables various banking functions such as 

checking account balances, viewing transaction history, 

transferring money within the same bank and to other banks 

associated with ATM Bersama, and paying electricity bills. 
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The system is developed using the Java programming 

language, with Android Studio as the development tool. For 

server access, PHP is used alongside MySQL for database 

management, with IdWebHost providing hosting services. 

Data output is formatted using JSON. Data for the study is 

gathered through interviews and literature reviews. The 

development approach is based on the Rapid Application 

Development (RAD) methodology. The system's 

effectiveness is evaluated through unit testing and user 

acceptance testing. The final outcome is a secure mobile 

banking application that employs NFC technology, PIN 

verification, and AES encryption for enhanced security. 

(Mabruri, 2020) carried out a study focused on the application 

of a dynamic AES algorithm featuring an S-BOX in an 

Android messenger chat application. This application was 

developed using Java and utilized a hierarchical database 

structure for storing data. The outcomes of the study showed 

that the algorithm was effective, successfully encrypting and 

decrypting messages. The research stands out for its 

adaptability, demonstrating potential for application across a 

variety of file formats, including but not limited to text 

messages, documents, images, and videos. Additionally, the 

study proposes a noteworthy suggestion for future research 

endeavors: the integration of the AES algorithm with other 

cryptographic algorithms, aiming to bolster encryption 

security across diverse types of files. 

(Otor et al., 2020) designed and simulated an enhanced 

security model for USSD in banking operations within 

Nigeria. The existing USSD platform's security was bolstered 

by introducing a secret question as an additional 

authentication layer, aimed at reducing the risk of identity 

theft. During new account openings, customers register a 

secret question with the bank, while existing customers 

update their details in the bank's database before enrolling in 

USSD services. This process mirrors the way customers 

verify their ATM PIN in the bank, ensuring that only the 

customer knows the answer. The model was implemented 

using PHP on the XAMPP platform and simulated using the 

Hubtel USSD mocker. Results demonstrated that the 

proposed system's security was strengthened with the 

introduction of an additional layer of authentication through 

the secret question.  

The study was conducted by (Chin et al., 2020) aim to develop 

a messaging application that balances optimal functionality 

and code processing speed, along with the capacity for rapid 

architectural improvements without incurring significant 

resource costs. The initial version of this messenger included 

essential features like registration, account login, user online 

status checking, messaging, and hash encoding for secure 

internet communication. The findings demonstrated a notable 

potential for enhancing the application's architecture in any 

segment of the code while maintaining minimal impact on its 

other functions. This resulted in a more stable performance 

compared to messengers developed using Android or 

JavaScript frameworks. However, achieving a higher code 

processing speed, in comparison with other Android or web-

based applications, was a challenge. To address this, a specific 

method was designed and implemented to boost the 

processing speed of the code. This new approach showed 

significant improvements in processing speeds for the 

messenger, making it more efficient compared to other 

Android or web-based messaging systems. 

(Bekkem Sumanth Reddy, 2021) In their research on Secure 

End-to-End Encrypted SMS System, the author introduces a 

model that enables the sender to encrypt messages before they 

are transmitted via the internet. This encryption process 

utilizes the Advanced Encryption Standard (AES) as its 

cryptographic algorithm. The application designed in this 

study allows the user to input a key and a message they wish 

to encrypt. Consequently, this results in the generation of 

encrypted messages that can be decrypted and read by the 

recipient. The encryption method, specifically the use of AES 

in the application, ensures that the encrypted texts are resistant 

to Brute-Force attacks, thereby enhancing the security of the 

messages sent. 

(Logunleko et al., 2021) develop a model that provides a 

platform-agnostic solution for secure money transfers, 

employing data masking and an advanced base64 algorithm 

to move funds between accounts. The study enhances current 

financial transaction systems by creating a secure mobile 

money transfer system. It protects financial details through 

encryption and masking, both within the mobile app and in 

the SMS notifications (Text Message Notification) sent to 

users. This approach significantly reduces the likelihood of 

third-party interception and comprehension of sensitive 

financial information. 

(Lei et al., 2021) conduct a comprehensive and first-of-its-

kind study focusing on how malicious local applications can 

illicitly access SMS OTP (one-time password) messages on 

contemporary mobile operating systems. Their investigation 

reveals several new attack vectors, primarily emerging from 

mechanisms originally designed to enhance the usability and 

security of SMS-based authentication. Ironically, these 

mechanisms have inadvertently opened up new avenues for 

attacks. To gauge the real-world implications of these 

vulnerabilities, there engaged in both user studies and an 

extensive analysis involving 140,586 applications. This 

extensive survey uncovered 36 apps, collectively installed by 

hundreds of millions of users, that are susceptible to these 

newly identified attacks. Notable among these vulnerable 

applications are widely used messaging platforms like 

Telegram and KakaoTalk. 

(Raharja & Ashari, 2021) Conduct a study on SMS Banking 

security protocol, the research runs through two steps. The 

first step is the transmission of the transaction request, and the 

second step is the transaction process. The encipherment is 

conducted using 3DES symmetric cryptography. Digital 

signature and data integrity are conducted using ECDSA 

asymmetric cryptography. The key exchange is conducted 

using ECDH. The test result showed that the implementation 

of the protocol could conduct an SMS Banking service and 

provide protection over the PIN. In general, this protocol has 

fulfilled X.800 security services. 

(Enyinnaya et al., 2021) conduct a study to explores the 

implementation of end-to-end encrypted Short Message 

Service (SMS) through the utilization of a hybrid encryption 

algorithm. In this secure SMS system, messages undergo 

encryption during their transmission between devices, and 

only the intended recipient's device can decipher the 

unreadable message using a secret key. Hybrid encryption, 

involving the integration of two or more encryption systems, 

is employed to enhance security. The research employs 

Structured System Analysis and Design Methodology 

(SSADM) and Object-Oriented Analysis and Design 

Methodology (OOADM) as the chosen methodologies. The 

use of Rivest-Shamir Adleman (RSA) and Data Encryption 

Standard (DES) Algorithm ensures the achievement of 

message integrity, confidentiality, authentication, and overall 

security. The software development process is executed using 

the Java programming language. 

A study conducted by (Sari et al., 2022) on cryptographic 

algorithms for an SMS security system on Android. The study 

compared three cryptographic algorithms: AES (Advanced 

Encryption Standard), RSA (Rivest Shamir Adleman), and 
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TEA (Tiny Encryption Algorithm). The aim was to identify 

the algorithm that provides better security for an Android-

based SMS security system. According to the findings of the 

study, TEA (Tiny Encryption Algorithm) was determined to 

be the best algorithm for this specific application. Without the 

details of the study or the specific characteristics compared, 

it's challenging to delve deeper into the reasons why TEA was 

considered the most suitable choice. However, TEA is known 

for its simplicity and efficiency in resource-constrained 

environments, making it potentially suitable for mobile 

devices like Android smartphones. It's a symmetric key block 

cipher with a focus on simplicity and speed, and it is often 

used in applications where code size and processing power are 

critical factors. 

(Onuwabhagbe OGBEIDE et al., 2023) conduct a study to 

explore the extent of security awareness among users of 

mobile banking applications and whether this awareness 

translated into improved security measures. One key aspect 

investigated was the security risk associated with users 

granting access to third parties. The survey results indicated a 

limited level of security awareness, with only 14.4% of 

respondents acknowledging security as a significant 

consideration. This underscores a general lack of awareness 

among users, with 58.2% expressing serious concerns about 

their privacy, particularly in relation to the risky behavior of 

granting access to third parties. The study further highlighted 

that a majority of users perceived current security measures in 

mobile banking as inadequate. To analyze the collected data, 

the research employed an empirical survey with quantitative 

descriptive analysis. The primary data collection tool was a 

structured questionnaire, and the Statistical Package for 

Social Science (SPSS) was used to code and analyze the data. 

(Akande et al., 2023) introduces a mobile application 

designed to identify and thwart smishing attacks through a 

rule-based SMS service. The mobile application is equipped 

with a feature that intercepts incoming SMS messages to the 

smartphone. These intercepted messages are subsequently 

sent via an Application Programming Interface (API) to a 

rule-based machine learning model. This model employs 

meticulously chosen rules to assess the content of the received 

message, determining whether it is spam or legitimate (ham). 

The analysis results are relayed back to the mobile application 

through the API. Importantly, the user is given the final 

decision-making authority on whether to keep or discard the 

identified spam or legitimate message after receiving a 

notification. 

A Comparative Study of Cryptographic Algorithms was 

conducted by  (Thabit et al., 2023), to evaluated the 

effectiveness of various cryptographic methods, including 

RSA, AES, Blowfish, DES, Elliptic Curve Cryptography, 

MD5, and SHA. The findings revealed that among these, the 

MD5 algorithm required the least time for encryption, 

whereas RSA had the longest encryption time. Additionally, 

it was discovered that the Blowfish algorithm outperforms 

others in terms of decryption efficiency. It was also noted that 

hashing-based algorithms, like MD5 and SHA, do not 

necessitate decryption.  

(Scholar & RGMCET, 2023) Introduced is a novel Secure 

SMS Messaging Protocol (SSMS) designed for M-payment. 

Functioning as an application layer protocol, it is specifically 

crafted for GSM users, serving as a secure conduit within the 

M-payment system. The protocol adopts an elliptic curve-

based public key solution, employing the public key as the 

secret key for symmetric encryption. Furthermore, distinct 

keys are utilized for both encryption and decryption 

processes.

 

Table 1: Related review work 

Authors Algorithm Findings Tools Used Limitations 

(Grandis & Yunanto, 

2020) 

AES Encryption 

Robust text security; 

efficient performance 

Android Studio, 

Java 

Key management 

complexity; potential 

processing overhead 

Enyinnaya et al., 

(2021) RSA Encryption 

High security for key 

exchange 

Android Studio, 

OpenSSL 

Slower compared to 

symmetric algorithms; 

larger key sizes 

Lei et al., (2021) 2FA (OTP) 

Effective access 

authentication 

Google 

Authenticator, 

SMS APIs 

Dependency on user's 

phone; potential for OTP 

interception 

Salim et al., (2019) HMAC (HOTP) 

Strong authentication 

for transactions Java, SMS APIs 

Less user-friendly; 

synchronization issues 

Fletcher, (2019) ECC 

Excellent security 

with faster 

performance 

Bouncy Castle, 

Java 

Implementation 

complexity; less common 

Otor et al., (2020) Blockchain 

Tamper-proof 

transaction records 

Ethereum 

Platform, Solidity 

Scalability issues; high 

computational and energy 

requirements 

Rihan et al., (2019) Machine Learning 

Effective fraud 

detection 

Python, 

TensorFlow 

High false positives; 

requires extensive 

training data 

Chin et al.,( 2020) Biometric (Fingerprint) 

High user 

convenience; difficult 

to spoof 

Android Biometric 

APIs 

Hardware dependency; 

vulnerability to spoofing 

Thabit et al., (2023), SSL/TLS 

Secure data 

transmission standard 

OpenSSL, 

Android 

Networking 

Libraries 

Vulnerability to certain 

attacks; requires proper 

certificate management 
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Authors Algorithm Findings Tools Used Limitations 

Yusuf et al., (2019) TOTP 

Time-based access 

authentication 

Java, Android 

SDK 

Time synchronization 

issues; user action 

required 

Sari et al.,( 2022) 

SMS Encryption with 

Hashing 

Enhanced SMS 

security 

Java, Android 

SDK 

Slightly slower due to 

hashing; potential for 

replay attacks 

Raharja & Ashari, 

(2021) Digital Certificates 

Trusted identity 

assurance OpenSSL, Java 

Complex certificate 

management; cost 

Bekkem Sumanth 

Reddy, (2021) 

End-to-End Encryption 

(E2EE) 

Ensures privacy of 

message content 

Signal Protocol, 

Java 

Complexity; reliance on 

user's security practices 

 

Problems Statement 

The current SMS-based banking services accessible on 

Android platforms face susceptibility to a range of security 

risks (Kalipi, 2023). Unauthorized interception of SMS 

messages, unauthorized access to user information, and 

manipulation of transaction data by hackers pose significant 

threats, potentially resulting in financial losses for customers 

(Vishnuvardhan et al., 2020). The absence of a strong security 

mechanism emphasizes the need to confront these 

vulnerabilities. In the realm of mobile banking, the reliance 

on Short Message Service (SMS) for critical communications 

such as transaction notifications, account alerts, and One-

Time Passwords (OTPs) is widespread (Prince et al., 2023). 

While SMS offers convenience and accessibility, its 

integration into the banking sector has exposed several 

significant security vulnerabilities, particularly in the context 

of Android-based smartphones, which hold a substantial share 

of the global mobile market.  

The fundamental design of the SMS protocol lacks robust 

end-to-end encryption, making it susceptible to interception 

and unauthorized access. This vulnerability is particularly 

concerning for sensitive banking information transmitted over 

SMS, There is also a growing trend in SMS phishing 

(smishing) attacks, where fraudsters impersonate banks to 

trick customers into revealing sensitive information. The 

existing SMS infrastructure offers limited authentication 

mechanisms to counter such threats. Many banking SMS 

systems do not integrate 2FA, relying solely on the security 

of the SMS itself, which is no longer sufficient in the current 

cyber threat landscape.  Consequently, the objectives of this 

study is to create a system that offers a secure SMS banking 

service on Android phones by encrypting Bank SMS to 

cipher-text and decrypted to normal text when using correct 

key. This system aims to mitigate prevailing security issues, 

guaranteeing the privacy and integrity of user information. 

 

MATERIALS AND METHODS 

Analysis of the System 

System overview  

The recommended system is a smooth safety system with 

verification for safety to encrypt Banks SMS with GSM alert 

report for threats notification. It drive function as a means for 

providing safety to our Bank Short Message Service on 

Android based phone. The work also recommends observing 

issues that have a progressive impact on encryption of Bank 

SMS, this effort entails of a microcontroller that will be used 

to stimulate a signal and send reports via text messages to the 

Android device owner. This safety encryption system uses the 

keypad that allows users to enter a code on a keypad to 

encrypt as the best certification tool as shown in a Front-end 

design block App in Figure 1.0 below. It also works as both 

smart and wireless approaches foe safety of the systems to 

provide an improved system with better safety features. 

 

 
Figure 1: The recommended system diagram.  

Source: (Design by the authors) 

 

Design Algorithm  

Algorithm is the finite sequence of solving a well-defined 

problem; in this work we proposed the algorithm below; 

Step1: StartStep 2: Enter (Input Password) 

Step 3: Confirm the Chiper-text using MD5 algorithm 

Step 4: Compare with SQLite Database 

Step 5: If yes Login Successful, Else Login Fail and 

Generate a Message 

Step 6: Compare the Hash Code with the user details 

Step 7: If code match then login successful, else send alert 

to the Device holder  

Step 8: Stop 

 

System Description 

Various approaches of designing an android based safety 

system are observed, in this work password is deployed in 

other to decrypts the Banks Short Message Service. The 

system is model sensibly to report the crime attempts in real-

time. The system is designed into two module of functions, 

where each module in the diagram represent a section of the 

circuit to conveys a specific function; Encryption Section and 

Decryption Section as shown in Figure 2 below. 
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Figure 2: The system model 

 

The architecture presents the procedure for setting of 

encrypting/decrypting the Bank SMS. All the specifications 

must be certain; like password, contact numbers, etc., are 

stored in SQLite database which must be verified through the 

App while encrypting the Banks Short Message Service, these 

details are verified from SQLite database and if the password 

is correct then BSMS will be decrypted and the user can view 

it. If the password is incorrect, then report will be sent to the 

device owner through his other phone number that is recorded 

by the App, further procedure is explained in workflow given 

in section 4 (figure 10). If user fails to decrypt the App to view 

the Bank SMS within three attempts then the report will be 

sent to the device owner and further action can be carryout, 

this can be done, using random number selection.  

 

System Flow Chart 

The system flow-chart diagram shown in Figure 3. Section 1; 

The incoming message sent by Bank (encrypted) through the 

SIM to which the message will be received and the device 

make (Android), if the device make is android, the message; 

to verify whether the message is from Bank or not, if the 

message is from bank it will encrypt and requires to be 

authenticate. Section 2; for the authorized person who has a 

valid password, the user will input password, is password 

correct? The system will check for the password authenticity 

if valid it will decrypt otherwise remains encrypted, after three 

unsuccessful trials, the system will send a crime attempt SMS 

to the owner through is secondary mobile number as shown 

in fig. 2 above. 

 
 

Figure 3: The Flowchart of the system 
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Setup and Analysis of the proposed system  

In this section, the user is required to download the new secure 

Bank SMS App (Proposed), so during installations, the terms 

and procedure for setup is mandatory. Since we are using 

tools to execute parameters, the installations must appreciate 

both of them sequentially. The procedure are as follows;- 

i. Download prerequisites packages via the command 

line (Google Playstore).  

ii. During installation, type-in the password.  

iii. Verification of the Password; this is done by SQlite 

database and store. 

iv. Scan; which will take some time.  

v. Give the phone number of your choice.  

vi. Give the second phone number for the threads 

report.  

vii. Confirm and save. 

Password Authentication 

When the user opens the app, the prompt page appears for user 

to access by a password for authentication which ensures that 

unauthorized access is denied. When the user enters the right 

password, only then the app gives the access for decryption to 

the Bank Message enabling feature. Whereas if wrong 

password is entered, an error message will generate, if more 

than two attempts are made, threats notification will be sent 

to the device owner via his second line. 

 

RESULTS AND DISCUSSION 

The system model in fig. 2 is aimed at bringing solutions to 

threats on android based devices and the objectives are the 

tools that are used to driven the processes for the achievement 

of the anticipating result. See figure 1 above. 

 

 
 

Figure 4: This Figure showed the screen of an android phone, 

indicating a hand locating the message App to view Messages. 

 

 

 
Figure 5: This figure shown, indicate the various 

messages (Inbox, Sent Message, Draft Box, etc) after 

the message App is selected and type-on.  

 

After launching the message App, having displayed various 

segments (Inbox, Sent Message, Draft Box, etc), all messages 

can be view but a bank Messages are encrypted, and shall 

always require password before one can be able decrypts to 

view the message. See the figure 6 below.  

 

 
Figure 6: Displayed Message indicating Bank SMS encrypted 
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Figure 6: showed all the messages contains on the device, but 

indicating Banks SMS encrypted, if a person click on the 

Banks SMS, it will be presented as indicated in the fig. 7 

below. 

 

 
Figure 7: Showing encrypted Banks SMS 

 

Only an authorized person can decrypt the SMS by having 

password for authorization, as at when the person strike-on 

the banks Message the dialog box display, requesting the 

person to put-in decryption key before the access shall be 

granted see fig. 8 below. 

 

 
Figure 8: Authentication phase 
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Hence, if the attempt to decrypt the message is done successful with the right decryption key, the Bank SMS shall 

decrypted, see fig 9  below.  

 

 
Figure 9: Showing decrypted Bank SMS 

 

And if attempts of more than two times are done, the system sends the threat notification through the other cell phone 

number for immediate respond. See the figure 10 below. 

 

 
Figure 10: Threats notification 

 

The figure above indicated that, the other cell phone number 

received the threats notification via the attempt made by the 

unknown body to view the Banks SMS alert on the android 

phone device. 

 

Discussion  

The recommended policy for Banks Short Message Service 

on Android based safety system App with keypads lock and 

GSM alert report system. This App system also ensures that 

the device owner get reports in the form of text messages 

(TM) from the Android Device by the system (App) after 

certain conditions are met.  

• The Banks SMS: this is the subject matter of threads, 

where the problem is identified, and the system is 

design to protect the Bank alert received by android 

based phone from the view of third party. 
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• Authentication: this is done by the back-end process, to 

synchronize and ensure the correctness and uniqueness 

of the password to enable access or denial of access at 

wrong password. 

• Notification: this phase is the point at which the 

message of crime reports is sent by the device owner for 

immediate action after more than three wrong attempts 

were made. 

 

Scope  

This work incorporates on Android platform. So, it can be 

used on some device which runs on Android operating 

system. This application can be used in companies for 

securing data transfer. The purpose of this application is to 

secured data transfer between Bank and Customer (the 

devices holder). 

 

Operational principles  

This proposed effort; it comprises modules as shown in Figure 

1 and Figure 2. The operation of each of these modules is 

described below;  

• Select Password Module: this will allows the user to put 

random numbers of choice for locking and unlocking. 

• Confirm Password: this Module will enable the system 

to verify whether the above random numbers are the 

same as the recent for synchronization. 

• Bank Mobile Number (Alert Line): this is the receiving 

alert-number for which the bank sends transaction 

notification and also keeps track of customer records. 

• Other Mobile Number: this is the secondary number 

which the system sent notification on crime attempts to 

the device owner.  

• Save Details: this is the phase or module for which the 

information given is stored in the database.  

• Enter Password: this module is for selected random 

numbers entry for unlocking the system. 

• Verify Password: in this module, the password is 

checked to ensure the correctness of the password for 

authentication. 

• Encrypt/Decrypt: This phase is achieved after a 

successful password is log in; it is the module that 

determines reliability of the password to grant access 

(means allow access to the user or denial of access after 

password is log in).  

• Send Notification: This module will send a report to the 

device owner for any wrong attempts to the system for 

action and will not allow the user to access the Bank 

SMS and view.  

 

CONCLUSION  

The android based system is widely in use today, more are 

been produced daily with different modifications, there is a 

high demand for the android security with the best features. 

This work incorporates a Bank Short Message Service secure-

App on android based phone; this system is developed to carry 

out the functions discussed in segments of this work above. 

However, there are some limitations to others Make of 

phones; Apple, Symbian etc., these other aspects of phone 

makes is recommended for further research. 

 

RECOMMENDATIONS 

i. Upon reviews, we recommend that Android users 

should embrace the security awareness at all the time. 

ii. Researchers should look into this proposed security 

model and make more research for other phone make 

(Apple, etc.) jh 
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